AIMUHHUCTPALUA CMOJIEHCKOH OBJIACTH
NOCTAHOBJIEHMHNE
o 79.01. A0(8 w15

O6G  ompeneneHuH  yrpos
6€30MacHOCTH MEePCOHAIBHBIX
JAHHBIX, AaKTyaJIbHBIX IIpU
00paboTke  MEPCOHATBHBIX
JAHHBIX B WHGOpPMaIMOHHBIX
cUcTEMax NepCcOHaNIbHBIX
JaHHBIX OpraHoB
HCTIOJIHUTEIJIBHON BJIACTH
CmMmoneHckoit  obmactu
10JIBE JOMCTBEHHBIX UM
YUpeXACHUH

B cootBerctBuM ¢ yacThio 5 craThu 19 ®enepanbHoro 3akoHa «O mepCOHAIBHBIX
nauueix», Konnemue#t 3amutel nHGopManuu Ha Tepputopun CMoseHCKoH obGnacTy Ha
nepuon 2014 —-2020 romoB, YTBEPXKIEHHOW IIOCTAHOBICHHEM AIMHUHHCTPALMH
CwmoneHckoi obmactu ot 11 gexabps 2014 roma Ne 848, B nensax obecrieueHUss €IUHOIO
HOJIX0J1a K ONpEe/EeNeHUI0 yIpo3 6e30M1aCHOCTH IIepCOHATIBHBIX JAaHHBIX, aKTyaIbHBIX MPH
06paboTKe MEepCOHATBHBIX IaHHBIX B HMH(OOPMALMOHHBIX CHUCTEMax HEPCOHATBHBIX
JAHHBIX OPraHOB HCIIOJHUTENbHOH BracTU CMoJieHCKOH 06acTH M MOJBEIOMCTBEHHEBIX
UM YUYPEXKIACHUH, "

AnmvuaucTpanust CMoJeHCKoi o6nacTH o CTaHOBA A € T:

1. Onpenenuts yrpo3sl 0e30MaCHOCTH NEPCOHANBHBIX AAaHHBIX, aKTyalbHbie IpPH
06paboTKe MEPCOHANBHBIX MAaHHBIX B HHGOPMALMOHHBIX CUCTEMAaX II€PCOHAIBHBIX
JaHHBIX OPraHOB HMCIOJHHTENBFHOH Brnactd CMoJeHCKOH 067acTH M II0JBEIOMCTBEHHBIX
UM YUpeXIAeHUH, COracHO MPHIOKEHHIO K HACTOSAIIEMY TOCTAaHOBIEHUIO.

2. Opranam ucronHUTENbHON BiracTH CMOJEHCKON 00JIacTH M IIOABEIOMCTBEHHBIM
UM YUYPEXIACHHUAM:

2.1. Onpenenuth yrpo3sl 6€30NaCHOCTH MEPCOHANBHBIX AAHHBIX, aKTyalbHBIE IIPU
06paboTKe MEPCOHATBHBIX NaHHBIX B HCIIOJNB3YEMBIX MMH HHGOPMAIHMOHHBIX CHCTEMax
NEPCOHANIBHBIX JaHHBIX.

2.2. Ilpu onpeneneHur yrpo3 0e30MacHOCTH NEPCOHATBHBIX JAaHHBIX, aKTyalbHBIX
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npu 00paboTKe IepCOHANBHBIX NAHHBIX B HCHOJIB3YyeMBIX UMM HH()OPMAIMOHHEIX
CUCTeMaX IepCOHaNBHEIX NaHHBIX, pYKOBOACTBOBATHCS HACTOSIINM IIOCTAHOBIEHHEM.

3. PexoMeHIOBaTh - OpraHaM MECTHOTO CaMOYNpaBleHHS MyHHIUMaIbHBIX
oOpazoBanuit CMoNleHCKOH 00iacTd pPyKOBOJCTBOBATHCS HACTOSILIMM TMOCTaHOBIEHHEM
NpH OIpeeleHHH Yrpo3 O0e30macHOCTH INEPCOHATBHBIX [AaHHEBIX, AKTYAIbHBIX TpH

00paboTKe NMEepCOHANBHBIX NAHHBIX B HCIONB3YEMBIX MMH HH()OPMAIMOHHEIX CHCTEMaX
MepCcOHaNIbHBIX TaHHBIX.

I'y6epHarop
CwmoneHckoii o6mactu




IIpunoxenue

K IIOCTaHOBJIEHHIO A IMHHHUCTPALIMN
CMoneHckoi o6nactTi

or {40/ A8 Ne 15

YI'PO3bI BE3BOHACHOCTH
NePCOHAIBbHBIX IAaHHDbIX, AKTyaJIbHEIE NpH 06paboTke
NMEePCOHAbHBIX JAHHBIX B HHPOPMaLHOHHLIX CHCTEMAaX NMEPCOHAJBHBIX JAHHbIX
OPraHoB HCHOJIHHTeIbHOM BaacTH CMoJIeHCKOH 00J1acTH M
NO/XBeJOMCTBEHHbIX HM Y4pesKaeHHni

1. O0uIHe MoJI0KeHHus

1.1. Yrpo3el 6e30macHOCTH NEpPCOHANBHBIX AAHHBIX, aKTyalbHble HpH 00OpaboTke
NIEpCOHANBHBIX JJAaHHBIX B HH(OPMAIMOHHBIX CHCTEMaX MEePCOHATBHBIX NAaHHBIX OPraHOB
HCTIONHUTENBHOM BracTh CMONIEHCKOH 00nacTH M NMOABEAOMCTBEHHBIX UM YUPEXKICHHIM
(manee Takxe — aKTyaJIbHBIE YIPO3bI), OIpeAe/IEHbl B COOTBETCTBHH C YacThiO 5 cTaThn 19
®enepanbHOro 3akoHa «O MepcoOHANBLHBIX JaHHBIXY.

1.2. IToxn yrpozammu 6e30macHOCTH IepCOHANBHBIX JaHHBIX NPH HX 00paboTKe B
MHQOPMAaIMOHHBIX CHCTEeMax IIEpCOHANBHBIX HaHHBIX (manee Ttakke — MCIIIH)
IIOHMMAEeTCS  COBOKYIIHOCTH YCJIOBMMT U (akTopoB, CO3MAIOIIMX  ONACHOCTH
HECaHKI[MOHHPOBAaHHOI'O, B TOM 4YHCJIe CIIy4aitHOro, JOCTYIIa K MEPCOHAILHBIM JAaHHBIM,
pe3yJabTaTOM KOTOPOrO MOIYT CTaTh YHHYTOXKEHHE, H3MEHEHHe, OJIOKHPOBaHHE,
KOITHPOBaHUE, IIPEJOCTaBIEHHE, PACIIPOCTPaHEHHE MEPCOHANIBHBIX JAaHHBIX, & TAKXKe MHEIE
HEIIpaBOMEpHBIE JeHcTBUA IpH HX o00paboTke B HMHDOPMALMOHHON CHCTEME
IIEpPCOHANBHBIX JaHHBIX (HapylleHHe KOHQUACHIMAIBHOCTH, HEJIOCTHOCTH H JOCTYIHOCTH
o6pabaTbIBa€MBIX EPCOHANBHBIX JAHHBIX).

1.3. B xauecTBe MCTOYHHKOB yrpo3 0e30macHOCTH NEpPCOHANBHBIX NAHHBIX MOTYT
BBICTyHaTh CyOBEKTHl (QU3MUYECKHE JIMIA, OpraHH3allMH) HIM fBJIEHHUS (TEXHOTEHHBIE
aBapuH, CTUXHIHBIE O€CTBYS, NHBIC NPHPOJHEIE SBJeHHs). [Ipi 5TOM HCTOYHHMKH yrpo3
0e30MmacHOCTH NepPCOHANBHBIX JAHHBIX MOT'YT OBITh CIIEYIOIIUX THIIOB:

- QaHTPONOTEeHHBIE HICTOYHUKH (AaHTPONIOT€HHBIE YTPO3b1);

- TEXHOT'€HHbIE HCTOYHUKH (TEXHOT€HHBIE YIPO3bl);

- CTHXUIHBIE WCTOYHHKH (YTrpo3bl CTUXMHHBIX OencTBul, HHBIX MPUPOIHEIX
SIBJICHHI ).

HcTroyHnKkaMy aHTPOTIOTeHHBIX yrpo3 6e301macHOCTH NEPCOHANBHBIX JaHHBIX MOTYT
BBICTYIIATh:

- JIULla, OCYIUECTBIIAIONIME MpedHaMEpeHHble AEHCTBHA € LEAb0 JOCTyNna K
NEepPCOHATBHBIM JAaHHBEIM (BO3AEHCTBUA Ha MNEepCOHANbHBIE IaHHBIE), COHEPKALIUMCS
(conepxamuecs) B HWCII[H, unm HapymeHus ¢yskuuonupoBanus HWCIIJH wim

ofcmyxuBarouleii ee UHPpPacTpyKTyphl (IpeaHaMepeHHble Yrpo3bl O€30IaCHOCTH
NEepPCOHANBHBIX JAHHBIX);
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- muua, uMeromue poctyn Kk MCIIJIH, HenpenHaMepeHHBle NEHCTBHA KOTODBIX
MOTYyT TPMBECTH K  HapymeHuio  06e30IIaCHOCTH  IEepCOHAJBHBIX  JaHHBIX
(HenpenHaMepeHHBIE YIpo3bl 0€30I1aCHOCTH TEPCOHANBHEIX aHHBIX).

IlpenHamepeHHbIe YIpO3Bl 0€30MacCHOCTH II€PCOHANBHBIX HAHHBIX MOTYT OHITB
peay30BaHBl 3a CYET YTE€YKH IEPCOHANBHBIX JaHHBIX II0 TEXHHUYECKHMM KaHajiaMm
(TexHHYeCKHe KaHaNbl yTeUKH UHpopmanuy, o6pabaTeiBaeMolf B TEXHHYECKHX CPEICTBaX
WCII[H, TexHuuecKue KaHalbl NepexBara MHQOpMalK IpU ee Iepegave Mo KaHajlam
(IuHUSAM) CBA3M, TeXHUYECKHE KaHalbl yTeYKU aKycThueckoil (pedeBoit) MHQOpMaIIHm)
nr60 3a CUeT HECAHKIMOHUPOBAHHOTO JJOCTYIIA.

1.4. AKTyasnbHBIE Yrpo3bl COZEpIKAT IEPEYeHb aKTYaJIbHEIX yTpo3 Ge30MacHOCTH
NEpCOHANBHBIX [aHHBIX, KOTOpble MOryT OBITh peamu3oBaHbl B TunoBbelx WCII[H,
3KCIUTyaTHPYEMEIX IIpU OCYIUECTBICHUM COOTBETCTBYIOIIMX BHIOB HESATENBHOCTH, C
Y4ETOM COJIepXaHHUs IEePCOHAIBHBIX NAaHHEIX, Xapakrepa M CIoco6oB ux obpabotku, a
TaKXe COAEpPXaT COBOKYNHOCTb MPEUTIONOXKEHUN O BO3MOXHOCTHX, KOTOpBIE MOTYT
WCTIONBb30BAaThC TMPH  CO3JAaHMM CIOcOGOB, IMOATOTOBKE W IPOBEACHUM aTak Ui
paccMaTpuBaeMBIX THUIIOB I/ICHI[H,O} B ciayuyae mnpumeHenuss B MCII[la cpencts
KpunTorpadudeckoii 3amuTsl HHGopmanuu (nanee taxxe — CK3N).

AKTyanbHbBIE yrpo3bl YCTAaHaBIMBAalOT €AWHBIA IOAXOX K OIIpefielIeHHIO YIpo3
0e30macCHOCTH NEepCOHANbHBIX [NaHHBIX, aKTyalbHBIX NpH 00paboTke NepCOHANBHBIX
nanHbIX B VICT1JIH, u pa3paboTke Ha UX OCHOBE YaCTHBHIX Mozelieil yrpo3 6e3omacHOCTH
IEepCOHANBHBIX JaHHBIX (Hajlee — YacTHhIe MoJenu yrpo3) ais atux UCI1/Ix.

1.5. Ilpn onpenenennn akTyanbHEBIX YTPO3 UCIIOJIB30BaHBI:

- @enepanpHbiit 3ak0H «O6 uHGOpMamuy, WHPOPMALUOHHBIX TEXHOJOTHAX H O
3aliTe UHPOpMaIIUN»;

- OenepanbHbli 3ak0H «O MEPCOHANBHBIX JaHHBIX»;

- noctaHoBienue [IpaBurenscrsa Poccuiickoit ®enpepamym ot 21.03.2012 Ne 211
«O6 yTBepXIeHWM IepedHs Mep, HalpaBIeHHBIX Ha oOecCrieYeHHe BBINOIHEHHUS
obsi3anHOCTEH, pexycMoTpeHHbIX DenepanbHbiM 3aK0HOM «O IEPCOHANBHBIX JaHHEIX» H
NPUHATBIMA B COOTBETCTBHM C HMM HOPMAaTHBHBIMHU IIPaBOBBIMH aKTaMH, OI€PATOPaMH,
ABJISIOLIMMHUCS IOCYAapCTBEHHBIMH W MYHULIUITATFHBEIMA OPraHaMi,;

- nocra”HoBinenue IlpaButenscrBa Poccniickoit ®eneparuu ot 01.11.2012 Ne 1119
«O0 yTBepxIeHNH TpeOOBaHMN K 3all{Te MEPCOHANBHBIX NAaHHBIX NPH UX 00paboTke B
MHGOPMAIMOHHEIX CHCTEMAaX IEPCOHAIBHBIX JaHHBIXY;

- mocTaHoBJIeHne AnmuHECTpanuu CMmoneHcko# obiaactu ot 28.07.2003 Ne 190 «O
Komuccun no uudopmaumonHO#t GesomacHocTH npu AxMHHHCTpauuu CMONEHCKOMH
obstacTu»; :

- nocta”oBnenne AnMunuctpauuu Cmonenckoid obmacté ot 11.12.2014 Ne 848
«O6 ytBepxkaennu Kouuenimmu 3amutel HHbopManuu Ha Ttepputopur CMoleHCKOH
o6nacTtu Ha nepuon 2014 — 2020 ronosy;

- noctaHoBleHne AamuHuctpauun CmoneHckoii obnactu ot 20.07.2015 Ne 424 «O
HOpsKe HCIONb30BaHUS DPAacCIpeleNeHHON MyIBTHCepBHCHOM CETH CBS3HM M Iepefadu
JaHHBIX OPraHOB MCITONHHUTENbHOH BiacTu CMoseHckod 0067acTH U OpraHOB MECTHOTO
caMOYIIpaBJICHUsI MyHHLIMIIAIBHEIX 00pa3oBanuii CMoneHcKo# obmacT;

- 6a3oBas MozeNb yrpo3 6e30MacHOCTH HepCOHANBHBIX JaHHBIX IpU UX 00paboTke B
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MHQOPMAIIHOHHBIX CHCTEMaX IIEpCOHAIBHBIX MNaHHBIX, YTBEPXKIEHHAs 3aMECTHTENIEM
nupexktopa ®epepanbHoil CHykKObI 1O TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOIIIO
15.02.2008;

- Meroavka onpeneneHus akTyalbHBIX Yrpo3 0e30HacHOCTH IIE€PCOHAIBHBIX
JAaHHBIX IpU UX 00paboTke B HHQPOPMALMOHHBIX CHCTEMaxX IIepCOHANILHBIX IaHHEBIX,
YyTBEpXEHHasA 3amecTuTeneM aupekTopa ®enepalbHOM CiIyXObl MO TEXHHYECKOMY H
SKCIOPTHOMY KOHTpouo 14.02.2008; ‘

- METOAMYECKHe PEeKOMEHJAalMH IT0 pa3paboTke HOPMAaTHBHBIX NPaBOBBIX AKTOB,
onpedeNIONUX Yrpo3sl 0e30IacCHOCTH TNEPCOHATBHBIX HAHHBIX, AaKTYaJlbHEBIE IPH
0o0paboTke IepCOHANBHBIX [JaHHBIX B HH(POPMAlMOHHBIX CHCTEMaX II€PCOHAIBHBIX
IOaHHBIX, OKCIUIyaTHPyeMbIX IIpH  OCYIIECTBICHHH  COOTBETCTBYIOIIMX  BHIOB
IesSTeIbHOCTH, YTBepXXIeHHble pykoBoicTBoM 8 Ilentpa ®epepanbHoif CIyXObI
6e3zonacHoct Poccuiickoit @eneparnu 31.03.2015 Ne 149/7/2/6-432.

1.6. AkTyasnbHbIe YIpo3bl 6€30MaCHOCTH MEPCOHAIBHBIX AAHHBIX OMPENENsioTCs 10
pe3ysipTaTaM OLIEHKH BO3MOXKHOCTEH HapylIHUTeNleld, YpOBHS HMCXOOHOHM 3allHIIEHHOCTH
VCI1/IH, aHanu3a BO3MOXKHBIX CIOCOOOB peaiM3anui yrpo3 6e30macHOCTH IePCOHATIBHBIX
JaHHBIX U NOCEeCTBAN HapyllIeHHUs CBOHCTB 6€30MaCHOCTH NMEPCOHANBHBIX HaHHBIX.

1.7. UcTtounukamMu maHHBIX 00 yrposax 6e3omacHocTd HHGOpMalHH, Ha OCHOBE
KOTOPBIX ONPEIENIIOTCS aKTyalbHbI€ YTPO3Bl, SABIAIOTCS:

- 6aHK gaHHBIX yrpo3 OesomacHocTd MHGpopmanuu PepepanbHoit cmyXOpl MO
TeXHUYECKOMY H 3kcnopTHOoMY KoHTpoio (http://bdu.fstec.ru);

- 6a30Bas Mojiesb yrpo3 6€30macHOCTH NEPCOHANBHBIX JaHHBIX PH HX 06paboTke B
WHGQOPMALMOHHEIX CHCTEMaX IIEPCOHANBHBIX MaHHBIX, YTBEpXJEHHAs 3aMeCTHTeleM
aupektopa DenepanbHON CiyXO0bl HO TEXHHYECKOMY H 3KCIOPTHOMY KOHTPOIIIO
15.02.2008;

- METOIMYECKUE PEKOMEHJAINU 1O pa3paboTke HOPMATHBHEIX IPAaBOBLIX aKTOB,
OIpEeNeNAIOIUX Yrpo3bl Oe30MIaCHOCTH IIepCOHANBHBIX [aHHBIX, AaKTyallbHbIE IIpH
06paboTke IEepCOHaNBHBIX MAHHBIX B HMHGOPMAIlMOHHBIX CHCTEMax IEPCOHANBHBIX
IOAHHBIX, OKCINIyaTHPYeMbIX TIpH  OCYIIECTBICHHH COOTBETCTBYIOILUMX  BHJOB
IeATeNbHOCTH, YTBEPKACHHBIE pyKoBoAcTBoM & llentpa ®enepaibHOf CiTy)OBI
6e3omacHocTH Poccuiickoit @enmepanun 31.03.2015 Ne 149/7/2/6-432.

B xadecTBe MCTOYHMKA AaHHBIX 00 yrpo3ax 0€30macHOCTH NEepCOHATLHBIX JaHHBIX,
aKTyaJbHBIX IIpu 06paboTke nepcoHanbHbIX AaHHBIX B VCIT/IH opraHoB HCIIOIHUTEILHOM
Bnacti CMOJIEHCKOH 001aCTH M MOABEAOMCTBEHHBIX MM YUPEKACHHH, HCIIOJIb3YHOTCS
aKTyaJIbHbIE YIPO3BI.

1.8. Onpenenenue yrpo3 6€30macHOCTH MEPCOHANBHBIX JAHHBIX, aKTYAIBHBIX MPH
o6pabotke mepconambHeIX gaHHBIX B MCII/IH, ocymectBasiercs  opranamu
HCHONHUTENbHOM BinacTh CmoneHckoil o6macTM ¥ NOABEIOMCTBEHHBIMH MM
YUpEeXIOEHUIMH, B ciy4ae eciu OHM gABistorcs omnepatopamu HMCIIIH (nanee —
OTIepaTophl).

Omnpenenenne yrpo3 6e30MacHOCTH NEPCOHAIBHBIX [JAHHBIX, AKTYAJIBHBIX IPH
obpaboTke nepcoHansHbIX AaHHBIX B MCIIdH, sBngerca obs3aTenbHBIM U odopMIsieTcs
JIOKYMEHTaJIbHO B BHAE YaCTHOH MOJENH yTpo3, KOTOpas YTBEP)KAaeTCs pyKOBOIUTENIEM
omepaTopa.
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YacTHas MoJenb yrpo3 A0DKHA CONEPKATh:

- ormicanue VICTI/IH u ocoGeHHOCTEl ee (QyHKIMOHMPOBAHUS, B TOM YHCJIE [Eb U
3aJa4y, peliaeMble MIOCPEICTBOM NCT1Os, CTPYKTYpPHO-QYHKIHOHAJIbHBIE
xapaktepuctukn HCIT[IH (Tun, x koropomy ortHeceHa WCII[AH), dusuyeckue wu
noruueckue rpanuubl WMCIIIH, npumensieMble B Hell MHGOpPMAIMOHHEBIE TEXHOJOTHH,
cermenTl HMCITJIH ¥ ¥X TUnmM3anuioo, B3aUMOCBs3M Mexay cermeHtamu MCII[a u
IpYrdMH UHQOPMalMOHHBIMH CUCTEMaMH H HMH(POPMAILMOHHO-TEIEKOMMYHHUKAIIMOHHBIMH
CeTsIMH, B TOM UHClIe HH(OPMAaIIOHHO-TEIeKOMMYHHUKAITMOHHOH ceThio «MHTepHeT»
(nanee — ceth «lIHTEepHET»), ONKUCaHUE TeXHoONOIHi oOpabotku MHpopmanuu B UCIT/H,
uHGOpMaIMIO 0 BO3MOXHBIX ysa3BumocTtsx UCIT/H;

- TPaHHUIBl KOHTPOJIMPYEMOH 30HBI (KOHTPOJIMPYEMBIX 30H OTHEIBHBIX CETMEHTOB)
UCTIH;

- Kareropud U oObeM o00pabaTbiBaeMBIX NEPCOHATBHBIX NAaHHBIX, a TakKXe THII
aKTyaJBHBIX Yrpo3 0e30macHOCTH TNEPCOHAIBHBIX IAaHHBIX W YPOBEHBb 3alMINEHHOCTH
NepCOHANIbHBIX JIaHHBIX; ;

- obecrieurBaeMbIe xapaKTeﬂnchH 6e3onacHoCTU 0bpabaTbIBaeMBIX
NEPCOHANIBHBIX ~ JAHHBIX (KOH(QUACHIMAIBHOCTh, ILEJIOCTHOCTh, JOCTYyIHOCTE) M
NIOCJIEICTBUSI HApyIIEeHNs YKa3aHHEBIX XapaKTepUCTHK;

- UCcXoOHbIN ypoBeHb 3amuienHoct UCII0H;

- BOSMOXXHOCTH HapylIWTeNed, B TOM 4YHCIe THINBl MU BUIBl HapylIUTelNed,
BO3MOJXKHBIE LIEJM ¥ IIOTEHIUAT HapyIIUTeseH;

~ BO3MOXXHBIE CIIOCOOB! peain3aliil yrpo3 6e30MacHOCTH MePCOHANBHBIX JaHHbIX;

- obocHOBaHNEe HEOOXOAUMOCTH (WJIM OTCYTCTBHS TaKOBOW) INpUMEHEHHS IS
obecrieuennst 6e3omacHOCTH IepcoHanbHBIX JaHHBIX CK3W, a Taxxke yrposst
Oe3onmacHOCTH UH(OPMaLIKMH, aKTyanbHbIe B ciaydae mpuMmenenus CK3U;

- aKTyaJIbHbIE YIpo3bl 0€30IacCHOCTH IEPCOHATBHBIX JaHHBIX.

Pa3paboTka yacTHOM MOAENH yrpo3 OCYIIECTBIAETCS ONEPATOPOM CaAMOCTOATENBHO
¥ (W1M) ¢ IpUBJIEYEHUEM IOPHUINYECKHUX JIUL UIH UHAWBUIYAIBHBIX MpealnpuHUMaTeNei,
UMEIOIINX JIMLEH3UI0 Ha OCYIIECTBIEHUE MAESITENbHOCTH IO TEXHUYECKOW 3alluTe
KOHQUICHIMAIBHON HHPOpPMAlMK, B COOTBETCTBMM C TpeOoBaHUAMH (enepalbHOro
3aKOHOJATeNbCTBA U ¢ 00A3aTEIbHBIM HUCIIONb30BaHNUEM aKTYaIbHBIX YIpo3. AKTyalbHbIE
yrpo3bl mojjexaT ajalTaliy ollepaTopaMH B XOJE OIpeleNieHus yrpo3 6e30macHOCTH
IIepCOHANBHBIX JaHHBIX, aKTyaJIbHBIX NIpH 00paboTke nepcoHaNbHbIX AanHbix B UCIIIH, ¢
y4EeTOM CTPYKTYpPHO-()YHKIIMOHAIBHBIX XapaKTEePUCTUK, IIPUMEHSIEMBIX
MH(OPMAITMOHHBIX TeXHOJIOTHH MK ocobeHHocTel Pynkunonuposanus UCTTIH.

1.9. B ciayuyae ecnu omnepatopoM NpuHATO pemeHue o npuMeHennn CK3U pns
obecneueHus OesonacHocTH nepcoHanbHBIX naHHBIX B MICII/IH, To mpu ompeneneHum
yrpo3 6e30NacHOCTH MEPCOHANBHBIX JaHHBIX, aKTYalbHBIX IIPH 00paboTKe IMepCOHATLHEIX
naHaelx B panHodt WCII/IH, omepaTop IOTOJHHTENHEHO (OPMHPYET COBOKYHMHOCTH
NIPENNONOXKEHHIT O BO3MOXHOCTSX, KOTOpPBIE MOTYT MCIIONB30BAaThCS IPH CO3JaHUU
cnioco6oB, MOATOTOBKE U MTPOBENCHUH aTak.

1.10. CornacoBanue ormneparopamMu yrpo3 0e30MacHOCTH IE€PCOHANBHBIX aHHBIX,
aKTyaJIbHBIX Npu oOpaboTke mnepcoHanbHBIX naHHbIX B MCII[dH, a Taxxke YacTHBIX
Mozenelt yrpos, pazpaboTaHHBIX C HCIIOIB30BAHHEM aKTyalbHBIX YIpo3, C (enepaibHbIM
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OpraHoOM HCIIOJHUTENbHON BJACTH, YIOJIHOMOYEHHHIM B ofjilacTH obecneyeHus
6e30MacHOCTH, U ¢eiepabHBIM OpraHOM HCHOJHUTENBHON BIIACTH, YIIOJTHOMOYEHHBIM B
obnacTH TMpPOTHUBOAEHCTBUS TEXHHYECKHMM pa3BeJKaM M TEXHHYECKOH  3alllMTEI
uHbopMmalnu, He Tpebyercs. :

1.11. AkTyansHble yrpo3sl NOAJIEKAaT MepecMOTpy Mo pemeHHo KoMmuccum no
HHpOpMaIMOHHOH 6e3onacHocTy NMpH AnmMunxcTpauud CMmoneHckoi o6iacTh, a Takke B
ciy4ae:

- U3MEHEHNs (QefepalbHOrO 3aKOHOAATEIbCTBA B YacTH OINpeleNIeHHS YIpo3s
6e30MacHOCTH NEPCOHANBHEIX JJAHHBIX, aKTyalIbHBIX IIpU uX o6pabotke B UCI1/H;

- IOSIBIEHUS] HOBBIX YIpo3 B HCIIOJBb3yeMBIX MCTOYHHKAX MAHHBIX 00 yrposax
6e3onacHoOCTH HHGOpPMALIUHU, KOTOpbie OyAYT aKTyaJbHBIMU IS pacCCMaTPUBAEMEIX THIIOB
NCI1H;

- I3MEHEHNs  CTPYKTYPHO-QYHKIMOHANBHEIX  XapaKTEepPUCTHK, IMPHMEHSIEMBIX
MHGOPMALMOHHBIX TEXHONOrHMH MiIH ocobeHHocTel ¢yHkunonuposanus WCIIH,
CJIEICTBUEM KOTOPOro CTAJO BO3HUKHOBEHHE HOBBIX aKTYAIBHBIX YIpo3 Ge€30I1acHOCTH
HEePCOHANBHEIX JaHHBIX;

- MIOBBIILICHHUs] BO3MOXXHOCTH peau3alli¥ MK ONAacHOCTH CYLIECTBYIOIIHX YIpo3
0e30MacHOCTH NEPCOHANBHBIX JIAHHEIX;

- OSIBIICHUS CBeJIeHUH ¥ (aKTOB O HOBBIX BOSMOXKHOCTAX HAPYILHHTENECH.

2. Onucanne HHPOPMAIHOHHBIX CHCTEM NEPCOHANBHBIX JAHHBIX H
ocobeHHocTell X PYHKIHOHMPOBAHNSA

2.1. Oneparopsl sxcrmyatupyioT MCIIJIH npu ocymiecTBIeHMH OeSATENBHOCTH,
CBsI3aHHOM ¢ peanuzainueil ciayXeOHbIX WIHM TPYAOBHIX OTHOIIEHMH, a TaKXXe B CBS3M C
OKa3aHWeM roCyJapCTBEHHBIX YCIYT M OCYIECTBIEHHEM IrOCYapCTBEHHBIX (PYHKIIHIA.

2.2. B UCI[la o6pabaTeiBaroTcsl IepCOHANbHbIE JaHHBIE PAasIMYHBIX KAaTErOpuil u
o0beMa, KOTOpEIE NpHHAAeKaT CyOBEeKTaM NEpPCOHAIBHBIX HAHHBIX, ABIAIOIIMMCS Kak
COTpYAHMKaMHU OIepaTopa, TaK U UHBIMH JINLIAMH.

B 3aBucuMocTH OT cocTaBa U 06beMa oOpabaThIBaeMBIX NMEPCOHAIBHBIX JAAHHBIX, a
TaK)Xe THIIa aKTyaJbHBIX yrpo3 0€30MacHOCTU NMEepCOHANBHBIX HAHHBIX, IIPHUBEIECHHOIO B
nyHkre 4.2 pasjena 4 akTyallbHBIX YIPO3, B COOTBETCTBHHM C IyHKTaMu 8 — 12 TpeboBanuii
K 3allluTe IEPCOHANbHBIX NAHHBIX HNpU HX 00paboTke B WHGMOPMAIIHOHHBIX CHCTEMaX
MEPCOHANBHBIX JaHHBIX, YTBEPXKIAEHHBIX NnocTaHoBIeHHEeM IlpaBurenbcTBa Poccmiickoit
®enepanuu ot 01.11.2012 Ne 1119, B UCIT[IH Heo6xoauMo obecriedeHHe He BBILIE YeM
BTOPOT'O YPOBHS 3aIIUIIEHHOCTH NEPCOHAIBHBIX JaHHBIX.

Kateropus u o6pem o6pabateiBaembix B MCIT/IH nepcoHaNbHBIX JaHHBIX, @ TaKKe
YPOBEHb 3alMIIEHHOCTH IepCOHaNbHBIX AaHHBIX s 3TuX MCII[H ompenenstorcs ux
onepatopamu, ocdopmisitorcs axkToM knaccudukanuu HMCIIJH w  yTBepxmarorcs
PYKOBOIUTENIEM OllepaTopa.

2.3. B 3aBucuMocTH OT XapakTepa U crocoboB o0pabOTKH MEepCOHAIBHBIX JaHHBIX
orepaTopbl ocyumecTBIAOT uXx o0paborky B MCIIJIH, kOTOphple MMEIOT pa3IH4YHYIO
CcTPYKTYpY (pasHoruianossie MICITIH).

ITo crpykrype UCII/IH noapa3nenstoTcst Ha aBTOMaTH3UpOBaHHbIE paboynie MecTa,
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JNIOKaNbHbIe HH(OpMaIIMOHHbIE CUCTEMBI U paclpeleleHHbIe HH)OPMAIMOHHBIE CHCTEMBEI.

[lo HaMWYUIO MOAKIIOUEHUM K CETAM CBA3M OOIIEro IMOJB30BaHUSA M (MIIH) CETIM
MeXAYHapoIHOro MH(opMaImoHHOro obMeHa, B ToM uucie k cetu «utepuery», UCI/IH
NOJpa3feNsAlOTCs] Ha CHUCTEMBI, HMEIOINUE MOAKIIOYEHUS, M CHCTEMBI, HE HMEIoLHe
MOAKIIOYEHUH.

ITo pexumy o6paborku wuHpopmamun MCIIJlH nogpaszpensioTcs  Ha
OJTHOIIO/IB30BATENbCKHE U MHOTOIIOIB30BaTENbCKHE.

Ilo pasrpanuyeHuro npas goctyna mnons3oBarenedt VCITIH nompasnensrorcs Ha
cHCcTeMb! 0€3 pasrpaHUyeHus NpaB JOCTyIa U CUCTEMBI C pasrpaHHYeHHEM IpaB JOCTYIIA.

2.4. B UCI1/IH MOryT IpUMEHSATBCS TEXHOJIOTUM BUPTYalIH3allMM, KiIueHT (daiin)-
cepBepHbIe TEXHOJIOIMH, BUpTyalbHble 4acTHele cetd (VPN), ynaneHHsit noctyn, BeO-
TEXHOJIOTHH, KilacTepusauus, cermeHtuposanue. Ilpu stom B MICIIJIH He nmpumeHsioTcs
TEXHOJIOTMM aBTOMaTU3allU¥ YIPABIECHUs TEXHOJIOTMYEeCKUM TMpoleccoM, obJavHbIe
TEXHOJIOTHH, TEXHOJIOTHH OOJBIIMX AAHHBIX, OECIPOBOJAHBIE CETH CBA3H, MOOWIBHBIE
YCTPOMCTBa, CYNEpPKOMIIBIOTEPHl U TIPUI-BBIYUCIECHHS, MOCPEICTBOM KOTOPBIX MOTYT
BO3HUKHYTH JOIOJHHUTENbHbIE YTPO3bl 0€30I1aCHOCTH MEPCOHAIBHBIX JaHHBIX.

@akT nprMeHeHUS (MCIOIB30BaHMSA) KaXIOH M3 Takux HH(POPMAHOHHBIX
TEXHOJIOTHH HUJIM CTPYKTYpHO-QYHKIMOHANBHBIX XapakTepucTuk B MUCIIIH momked OBITH
OTpa)XeH OIepaTopOM B YaCTHOW MOJEIH YyIpo3.

2.5. Ocobennoctero sxcrutyatanuu MCIIJIH B opraHax HCIOJHHUTEIBHON BJIAcTH
CMoneHcko# 0651acTH U IOJBEIOMCTBEHHBIX UM YUPEXKIACHHUAX SABJISAETCA HUCIIONb30BaHHE
eanHoN MH(OPMaIMOHHO-TEJIEKOMMYHHUKAMOHHO! HHGPACTPYKTYphl — pacnpeneieHHOM
MYJIBTUCEPBUCHOM CETU CBA3M W Iepefavd AAHHBIX OPraHOB MCHOJNHUTENLHOU BIACTH
CMoneHnckoit ofimacTu M OpraHoB MECTHOrO CaMOYNpAaBIE€HHS MYHHIUNATBHBIX
obpasoBanuii Cmonenckoit obmactu (manee — PMC CO), cerMeHTHpPOBaHHOH Ha
TEepPUTOPUATIBHOM, KaHaJIbHOM H JIOTHYECKOM YpPOBHSX, HMeIoINedl IeHTpaJu30BaHHOE
ylpaBieHHe, CHUCTEMY MOHHUTOPMHIa W OIOBELIEHUS O KPUTHYECKUX COOBITHSAX,
OJHOTOYEYHOE MOAKIIOUEHHE K CETSM CBS3M OOIIero IoJib3oBaHUsA U ceTH «VIHTepHeT».
Conepxxanue u nopsnok ucrnoib3oBaHusi PMC CO, ycnoBus U NOpAROK MOAKIIOYEHUS
OpraHOB  HCIIOJTHHTENBbHOM BiIacTH (CmoieHckodl o0inacTd, OpraHoB MECTHOTO
caMOYITIpaBJIeHHs MYHUIMNAIBHEIX oOpazoBaHuii CMOJIEeHCKOM 06NacTH, WHBIX OpraHoOB
rocygapcTBeHHoM Biactu U opraHusauuii k PMC CO, pasmenieHus HHPOPMaIHOHHBIX
cucreM B PMC CO u obecneuenns ux 6e3onacHocTH ornpeaeneHs! [lonoxkennem o PMC
CO, yTBepXIeHHBIM IIOCTaHOBIeHHMEM AnMuHucTpanuu CMOJIEHCKOM o00jgacTd oT
20.07.2015 Ne 424.

2.6. Texuuueckue cpeactBa MCIIJlH HaxopsaTcs B 1npedenax Poccuiickoi
®enepammu. Kourponupyemoit 3o0H0# MICII/IH ABIArOTCS: aAMHUHHCTPAaTUBHbBIE 31aHUs WIN
OTHeNBHBIE TMOMEIIEHUs OIepaTopoB. B mnpenenax KOHTPOMUpyeMOIl 30HBI HaXOAATCS
pafoyre WMecTa TNIONB30BATENel, cepBepHOe oOOOpyJOBaHHE, a TaKXe CETeBoe |
TeJeKOMMYyHuKalnoHHoe obopynoBanue VCII[ln. BHe koHTponmpyeMoll 30HBI MOTYyT
HaxXOIWThCA JIMHUM Ilepefaddl MOaHHBIX M TEeJIeKOMMYHHUKAIlMOHHOE 000pylloBaHuE,
HcIoab3yemoe I MHGopMaLuOHHOro obMeHa Mo ceTsM CBA3U. HekoHTponupyemoe
npeObIBaHWE TOCTOPOHHMX JHMI] U HEKOHTPOJHPYEMBIN BBIHOC 3a INpedenbl 3AaHUM
texHu4eckux cpencts MCIIIH HCKITIOYEHEL.
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2.7. ITomemieHus, B KOTOPBIX BeeTcs 00paboTka NEpCOHANBHBIX AaHHBIX (fanee —
IIOMEIIIEHNs), OCHAllleHbl BXOXHBIMH JABEpPIMH ¢ 3amkamu. OmnepaTopaMd YCTaHOBJIEH
NOPSAIOK JOCTYIa B IOMEINEHHU:A, NPEMATCTBYIOINI BO3MOXHOCTH HEKOHTPOJIHUPYEMOTO
IIPOHUKHOBEHHUA B IOMEIICHHUS WM NIpeObIBaHHs B TOMENICHUAX JIMI], HE IMEIONUX MTpaBa
IocTynma B HHX. B pabodee BpemMs B cioydyae yxoja JML, HMMEIOUMX IIPaBO
CaMOCTOSTENIFHOTO JOCTyNla B IIOMEIIEHMs, a Takke B Hepabouee BpeMs IBepH
MOMEIeH!H 3aKkpheIBAalOTCS Ha KIo4. JlocTym MOCTOPOHHMX JMII B IOMEIIECHHUS
JOIIYCKAETCs TOJIBKO B MPUCYTCTBUH JIMI, UMEIOUINX MPaBO CaMOCTOATEILHOTO AOCTYyTA B
IIOMeLIeHHs, Ha BpeMs, OrpaHHYeHHOe CiIyxeOHoH HeobxomumocTeio. Ilpm 3TOM
orepaTopaMH NpPEANPHHUMAIOTCS MEphl, HCKIIOYAIONME BO3MOXKHOCTH  JOCTyNa
MOCTOPOHHHUX JIUI[ K 0OpabaThiBaeMBIM NEPCOHAIBHBIM JAHHBIM, B TOM YHCJe 4epe3
yCTpO¥cTBa BBOJa/BEIBOAa MHGOpMAINK, a Takke BO3MOXXHOCTh JOCTYNAa K HOCHTEIIM
NEPCOHABHBIX JaHHBIX.

VYcerpoitictea  BBOma/BeIBOJAa  HMHGOpPMAIlMM, Y4acTBylollue B  0OpaboTke
IIEpCOHANIBHBIX JaHHBIX, pacIloaraloTcs B IIOMEIIEHUSAX TaKuM o0pa3oM, 4YTOOBI
HUCKIIOYUTh CIydyaliHBI MpPocMOTp oOpabaTsiBaeMoll MHQOpPMaMH IOCTOPOHHUMH
JIMLIaMU, BOIIEAIIMMH B ITOMEILIEHHE, a TaK)Ke Yepe3 ABEpU U OKHa IIOMeIeHHs.

2.8. Bon nepconaneHbix maHHbIX B MICII/IH m BBIBOJ NEpCOHAIBHBIX NAHHBIX H3
UCIIIH ocCymecTBIAIOTCS C HCIIONB30BaHUEM OyMaKHBIX W MAIIMHHEIX HOCHTENEH
UHOOpMallMd, B TOM 4YHCJIE OTYYXJaeMBIX MAaIIMHHBIX HOCUTENed MHpOpMaIuH.
OnepatopamMu  yCTaHaBJIMBaeTCA IIOPSLAOK, obecneynBaromuii COXPaHHOCTH
HCIIOJIB3YEMBIX MAaIIMHHBIX HOCHUTENIeH IepCOHANBHBIX JaHHBIX, OCYIIECTBISETCH MX
NIO3K3EMILISIPHBIN yYeT.

2.9.B memax obecneyenus uenoctHocTH obpabareiBaemMbix B HCIIIH
NEPCOHANBHBIX  JaHHBIX ONEpPaToOpbl ONPENeNAlOT MOPANOK H  OCYIIECTBIAIOT
pe3epBUpPOBaHNE NEPCOHANBHBIX NAaHHBIX C KCIIONB30BAaHMEM MAaIIMHHBIX HOcuTenei. B
HAJIMYUH UMEIOTCS KOMILIEKTHI BOcCTaHOBIeHHs Ha npuMeHsemoe B CI1JIH cuctemHoe u
NPUKJIaTHOE IporpaMMHoe obeclieueHre, a TakKe CpelCcTBa 3ammuThl nHbopManud. s
kmo4deBsIX ieMeHToB VICTI/IH npegycMOTpeHbl HICTOYHUKH PE3EPBHOTO DJIEKTPOITUTAHUA,
npyu HEOoOXOOWMOCTU IIPUMEHSIOTCA CUCTEMBl BEHTHIIALMH W KOHIAWUIIMOHUPOBAHHUS
BO31yxa. IToMeleHus OCHaIEHkl CpeACTBaMH NI0XKapHON CHTHAIM3AIUH.

2.10. ITlpuHaTEl Mepsl MO 3amuTe HHPOpPMAMU Ha TEXHHUYECKHX CPEACTBax
UCII/IH, HanpaBieHHbIE Ha:

- UICKJTIOYEHHE BO3MOXKHOCTH 3arpy3Kd TEXHHYECKHX CpPEICTB C BHEIIHHX
HOCHTeJel, HeCaHKIMOHHpPOBAaHHOrO Jocryma K HacTpoiikam BIOS, wucnonb3oBaHus
BCTPOEHHBIX ajfanTepoB 6GecnipoBoguoii cBsa3u (Wi-Fi, Bluetooth u np.);

- aBTOMaTHYECKYIO YCTaHOBKY KPUTHYECKNX OOHOBJICHUH ONEparlHOHHOH CHCTEMBI
(cornacHo pexoMeHAALUAM pa3paboTyuka onepalioOHHON CHCTEMBI);

- MUHUMH3ALHIO MPUBWJIETHH TIOJIb30BaTeNeil;

- HCKJIFOYEHHE BO3MOXHOCTH M3MEHEHHs COCTaBa U KOH(Urypaiuy nporpaMMHBIX
M TEXHUYECKHX CPENCTB KOMITBIOTEpa 6€3 CAaHKIIMK a]MHHHCTPATOpPa;

- IpYMEeHeHHe cepTUULIMPOBAHHBIX CPEACTB aHTHBUPYCHOM 3aIUThl HHpOpMAaLuH
B COOTBETCTBUY C YCTAHOBJIEHHBIM ONEPAaTOPOM MOPSIKOM.

2.11. B UCI1[H, nmeromux noaximoyeHue k PMC CO, peann3zoBaHO OZHOTOYEYHOE
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NMOAKIIOYeHHE K cerTsM ofmero mnoiap3oBaHua U cetd «HTepHET» depe3
IIEHTPAJIM30BaHHEIA M 3amuiieHHsl kaHan oneparopa PMC CO ¢ wucnons3oBaHuneM
CPeJICTB pa3rpaHUYeHUs JOCTYyNa B BHJIE MEXKCETEBBIX 3KpaHoB. JlocTyn nons3oBareneil K
pecypcaM cetu «lVIHTepHeT» oOCyIIeCTBIs€TCI IOCPEACTBOM  IIPOKCH-CEpBepa,
cepTH(HLUUPOBAaHHOTO Ha COOTBeTCTBUME TpeOoBaHUsAM Oe30macHOCTH HHGpOpMaIyH,
yCTaHOBJIEHHBIM (peiepaibHbIM 3aKOHOAATENECTBOM, Peann3zoBana cucreMa oOHapyKeHUs
Y TIpeIyNpeXIeHUs] BTOPIXKEHUI.

2.12. B UCI1[lx B nensax obecnedeHns 6€30MacCHOCTH NMEPCOHAIBHBIX AAHHBIX NPH
UX Iepefade MO CETAM CBA3M OOmIEro NoJb30BaHUS M (WIIH) CETSIM MEXIYyHApOIHOTO
HHpOpMallMOHHOTO oOMeHa, B ToM umcie ceTh «VIHTepHeT», NPHUMEHAIOTCA
ceprudunypoBaHHble ®enepansHoi ciryx6oit GesomacHoct Poccuiickoit ®epepainu
CK3HM. O6GocHoBaHHEe HeOoOXOOMMOCTH (WIM OTCYTCTBHA TakoBo#) mpumeHeHuss CK3U
s obecnieyeHus: 6e3onacHocty nepcoHanbHbIX AaHHBIX B MICII[H ocymecTBisercs ee
ornepatopoM B pazpabarbiBaeMoit s atoit UCIT/IH yacTHOM Moaenu yrpos.

Orneparopamu, IIPUMEHAIOIMMH CK3H, yCTaHaBJIMBAETCs MOPAIOK,
obecneyuBalomUi coxpaHHOCTh JokyMmMeHTarmuu Ha CK3WM, MamuHHBIX HOCHUTENeH
nHopMaluMy ¢ koMIiekTamMu BoccTaHoBieHuss CK3H, a Taioke HOcuTelel KIHOYEBOIA,
napoibHO# U ayTeHTHUIMpyomei uadopmammu. okyMenranus Ha CK3U n HocuTenn
XpaHATCS TOJIBKO B TIOMEILEHUAX B cefdax WM 3aKphIBaeMbIX Ha KJFOY Ikadax (SmuKax)
B YCJIOBHSX, ITPENSATCTBYIOMMX CBOOOJHOMY JOCTYMY K HUM ITOCTOPOHHUX JIHLL.

2.13. OneparopamMy HCHIONB3YeTCS €IWHBIH IOAXOJ K OpraHM3alMy HapOJBHOM
3anuThl. TpeboBaHMA K COCTaBy, YHHKAJIbHOCTH M YIPaBICHHIO CpPOKOM HeiCTBHA
naposns, MOpsAAOK pearupoBaHUs Ha MHIUIECHTHI, CBA3aHHbIE C KOMIIPOMETALUEH mapoei,
onpeaenensl! oreparopom PMC CO.

2.14. C yuetoM ocobGeHHOCTel (yHKLMOHHPOBaHUS, HMCIOJB3YEMBIX CTPYKTYpPHO-
(yHKLVIOHAIBHBIX XapaKTePUCTHK M MPHUMEHSIEMbIX HWH(OPMAIMOHHBIX TEXHOJIOTHH, a
TAKXKe OIACHOCTH peanu3alid Yrpo3 Oe30MacHOCTH NEePCOHANBHBIX MaHHBIX M
HACTYIIJICHWs IIOCJIEICTBUH B pe3ylbTaTe HECAaHKIIMOHUPOBAHHOTO WIIM CIIydaifHOro
JOCTyIla  MOXXHO  BBIICNUTh  cilenyromie Tumbl  pasHomnaHoBelix  MICII/H,
OKCIUTyaTUPYEMBIX B OpraHax MWCIONHUTEeNbHONH Biractd CMoONeHCKoH obGmacta u
NIOJIBEIOMCTBEHHBIX UM YUPEKICHUIX:

- 1-fi TN - aBTOMaTH3NpOBaHHEIE paboyle MecTa, He MMEIOIHE NOAKTIOYEHHS K
CETSIM CBSI3H, B TOM 4YHUCJE K O€CIIPOBOAHBIM CETIM CBS3H;

- 2-}i TUII - aBTOMAaTU3UpOBaHHBIE paboyre MecTa, UMEIOIHe MOJKITIOYEHHE K CeTAM
cBs3y, Bkmoudass PMC CO, cetu cBsa3u o6miero nons3oBasus u (WwiH) ceth «VIHTepHETY;

- 3-#1 tun - nokaneHeie MICIT/IH (KOMIUIEKC aBTOMaTU3HpPOBaHHBIX paboduXx MecT,
KOMMYHHKAI[HOHHOTO M CepBepHOro o0OpynoBaHHUs, OOBEOUHEHHOIO0 B €IHHYIO
MHGOPMAllMOHHYIO CHCTEMY B IIpeleiax OJHOTO 3[aHHs), MMEIOIHE MOAKIIOYEHHE K
ceTam cBsa3y, Bimoudas PMC CO, cetu cBsi3um ofulero mnojbs30BaHUS H (WIH) CETh
«HTepHETY;

- 4-ii Tun - pacupenenenusie UCIT/In, umeromue noaxmnoueHue k PMC CO, ceru
CBsI3U 0611ero noyp3oBaHus U (in) ceti «MHTEpHETY.

AxTyanbHble yrpo3sl 0€30MacHOCTH MEPCOHANBHBIX JAAHHBIX PaccMaTPHUBAIOTCS
IPHMEHHTENIBHO K MepedrcieHHbM TunaMm pasHormiaHoBbix MCIT[H. Ilpu paspabotke




11

YacTHON MOJeNH Yrpo3 omepatop MoTHBHpoBaHHO cootHocuT MCIIJIH ¢ omuuMm u3
paccMaTpUBaeMBIX THIIOB.

2.15. K ob6wbexram 3amutel B UCITIH oTHOCSTCS:

- IEpCOHAJIbHBIE JaHHBIE;

- HOCUTEJIH IIepCOHANBHEIX JaHHBIX;

- cpeacTBa 3auThl HHpopmanuu (B ToMm yucie CK3N);

- cpena GyHKIMOHUPOBAHUS CPEACTB 3aIuThl HH(popmMalu (B ToM urciie CK3N),

- KJIIoYeBas, MapojbHas U ayTeHTU(UIHMpYIolad HHQopmalus Ioas30BaTeneit
UCIIH;

- HOCHTENM KIIOYEBOM, TMapojlpHOM M ayTeHTUHUUpyomed uHbopManui
nojs3oBareneid UCI1/H;

- IOKYMEHTBI, B KOTOPBIX OTpa)keHa MH(OpMauus O Mepax U CpeJCTBaX 3allUThHI
NCIIH;

- IOMEUIEHNs, B KOTOPBIX OCYIIECTBNAeTCS 00paboTKa MEepPCOHANbHBIX JaHHEBIX
¥ (unn) pazmewiens! komnoneHTel UCI1/1H;

- KaHaJIbl (JINHHH) CBA3H.

2.16.B NCTIAn obpaboTka uHbOpMaLUK OCYILIECTBJIAECTCH B
OHOMOJIE30BATeIbCKOM Y MHOIONOJB30BaTeNbCKOM  pexuMmax. OcylecTBiseTcs
pasrpanudenue npas noctyna nonszoBareneit MCITAn. OGcmyxuBaHue TEXHUYECKUX H
nporpaMMHbIX cpeactB MCII/IH, cpenctB 3amuthl uHGopMaluu, B ToM yuciae CK3U u
cpensl uX (GYHKIMOHUPOBAHWs, BKIIOYas HAacTPOWHKY, KOHQUIYpHpPOBaHHE H
pacnpezesnieHle HocuTenel kiroueBoit umHGpopMauuu Mexay nois3oBarensmu WCITH,
OCYILIECTBJIIETCS NPHUBHIIETHPOBAHHBIMHE I0JIB30BaTENIAMU (CUCTEMHBIE aIMHHHUCTPATOPEI,
OTBETCTBEHHEIE 3a obecnieueHne 6€e30NacHOCTH NePCOHANBHEBIX JaHHBIX, aIMUHHUCTPATOPEI
Oe3omacHocTH uH(popMmanuu), HasHaueHHeIMH omneparopoM WCIIJIn wu3 4mcia
JOBEPEHHBIX JIHII.

2.17. UCIIJH ¢ y4eToM HX CTPYKTypPHO-(YHKIMOHAJIBHBIX XapaKTEPUCTHK H
YCJIOBHM JKCIUTyaTalld¥, a TakkKe INPUMEHSEMbIX HHQOPMAIMOHHBIX TEXHOJIOTHH W
NpEeNIpHHATEIX Mep obecrevyeHUs 6€30MacHOCTH MEPCOHANBHBIX AAHHBIX, YKa3aHHBIX B
HaCTOSIIIIEM pa3zelie, UMEeIOT CPeIHUM YpOBEHb UCXOHOH 3aIMIIEHHOCTH.

2.18. Oneparopel Ha TMOCTOSHHOW OCHOBE pEalM3ylOT Mephl obecnedyeHus
0e30macHOCTH NEePCOHANBHBIX IaHHBIX, IPUBEJACHHBIE B HACTOSIEM pa3zee.

3. Ouenka BO3MOKHOCTEH peajiH3allii HAPYHIHTEJIAMH yrpo3
0e30MacHOCTH NePCOHATbLHBIX JaHHBIX

3.1. HapymmureneM sBisiercs (U3WYECKOe JIHMIO, CIy4alHO WIN TNpegHaMEPEeHHO
coBepllaroliee OEHCTBUSA, CIIEJACTBUEM KOTOPBIX SBISETCS HapylleHHe Oe30macHOCTH
NepPCOHANBHBIX JaHHBIX npu ux o6pabotke B UCITu. C yyeTom Hanmuuus npas JocTymna U
BO3MOXKHOCTEH aocTtyna k uHopMamuu U (WIH) K KOMIIOHEHTaM HWH(OpMalMOHHOH
CHUCTEMEBI HapyLIUTEIN IOAPAa3eAOTCS Ha Ba THMA!

- BHELIHHE HapylIMTelld — JiMla, He uMeromue npasa noctyna k HCIIOH, ee

OTJIeJILHEIM KOMIIOHEHTaM M peau3yloliye Yrpo3bl 0e30macHOCTH HH(pOpManuH H3-3a
rpanun UCI1[H;
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- BHYTpEHHHE HApYIUMTEIH — JIKIA, MMEIOIIKE IIPaBO MOCTOSHHOIO WM Pa3oBOI0
noctyra k ICII/IH, ee oTAENTbHBIM KOMIIOHEHTaM.

3.2.C yueroM cocraBa m oObemMa oOpabaTbiBaeMBIX TMEPCOHAIBHBIX IAHHBIX B
UCII[H, a Taxxe mened U 3amad uUx oOpabOTKM B KadeCcTBE BO3IMOXHBIX ILejei
(MOTHBaIMN) peayIN3alliy HapyILIHUTEsIMU YIpo3 6e30MaCHOCTH NMEPCOHABHBIX JaHHBIX B
WCTIJI1 MoryT OBITE:

- TIOJIyY€HHE BBITObI IyTEM MOILIEHHUYECTBA UM HHBIM IIPECTYIIHBIM ITyTEM;

- BBISIBJICHUE YS3BHMOCTEM C LENBIO JajbHEeMINed MNpojaXku ysA3BUMOCTEH W
noJtydyeHust GUHaAHCOBOU BBIMOJEBL;

- moOOMBITCTBO MU XEJNaHUe caMopeanu3alui (IIOATBEPKICHHE CTaTyca);

- MECTh 32 paHee COBEpIICHHbIE ACHCTBUS;

- HeTpeAHaMepEeHHbIE, HEOCTOPOXHBIE MIIH HEKBATU(UIIUPOBAHHBIE NeHCTBHA.

3.3. IIpenmonioxkeHuss O BO3MOXHBIX ILelAX (MOTHMBalliM) pealu3alddl Yyrpo3s
OesomacHocTH nepcoHanpHBIX HaHHBIX Anad MCII[IH ¢ 3agaHHBIMH CTPYKTYpHO-
GYHKIMOHATBHBIMYA XapaKTEPUCTUKAMHU U OCOOEHHOCTSAMHU (PYHKIIMOHHPOBAHHUSA C YUETOM
coctaBa U 00beMa oOpabaTreiBaeMbIX nepcoHalbHbIX JaHHbIX B UCIT/H, neneit u 3a1ay ux
00paboTKy NMpUBeIEHH! B TabIULE.

Tabnuna
Tun Bun Hapymurens Tun Bo3morkHBIe e (MOTHBAIIHS) peai3anuu
UCI1 HapyIIXATENs yrpo3
1 2 3 4
1-4 | nuua, npuBIeKaeMble Ui | BHYTPEHHHH | - OJy4eHHE BBHIFOJBI IIYTEM MOLIEHHHYECTBA
YCTaHOBKH, HalajgKy, WM WHBIM [IPECTYITHBIM ITyTeM;
MOHTaXa, yCKO- - HEIpeJHaMEpeHHble, HEOCTOPOXKHBIC WM
HaJIaJOYHBIX U MHBIX BUAOB HEeKBaTM(PUIIUPOBaHHEIE NEHCTBUSA
pabot
1-4 | nuua, ofciy)KuBaloIIye | BHYTPEHHHUH | - [IOMyYeHHE BBIOMBI ITyTEM MOIICHHHYECTBA
UHPPACTPYKTYPY MM MHBIM NIPECTYTIHBIM ITyTEM;
omeparopa (oxpasna, - HEIpeIHaMEPEHHBbIE, HEOCTOPOXHBIE HIIH
yOOpIIUKH M T.1.) HEKBAJIM GUIIMPOBaHHbIE NEHCTBHS
1 -4 | mons3oBarenu UCIIx BHYTPEHHHH | - IIOJIy4EHHE BBITOJbI IYTEM MOIIEHHUYECTBA
HJIM UHBIM NIPECTYIIHBIM ITyTEM;
- TM000MBITCTBO UK XKeJlaHue
caMopeanusanuy (MoATBepKICHUE
craryca);
- MECTB 3a paHee COBEPILEHHEIE IeHCTRUS;
- HEIpEeIHAMEPEHHBIE, HEOCTOPOXHBIC HIIH
HEKBAIH(UIIMPOBAaHHBIE JEHCTBUS
2-4 HpECTYIHBIE IPYIIIbI BHEINHUH - TIOJly4YeHUe BBITOJIbl IIYTEM MOIICHHHUYECTBA
(KpUMHHATbHBIE HJIM UHBIM TIPECTYITHBIM ITyTeM;
CTPYKTYpBI) - BBIABICHHE YS3BHMOCTEH C  LENBIO
JajpHeedl npoaaXw  yA3BHMOCTEH H
[I0JTy4eHUs: GHHAHCOBOI BBITOBI
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1 2 3 4
2-4 BHEIIHHE cyOBeKThI BHEIITHH - MIOJIYYE€HHE BHITOJBI IIyTEM MOLIEHHHYECTBA
(bu3uueckue mma) HJIU MHBIM NPECTYIHBIM IIyTEM;
- MOOONBITCTBO WA KeJlaHue

caMopeann3anuy (IIOATBEPXKACHHE CTATyCa);
- BBIIBJICHME YA3BHMOCTEH C  LENbiO
JanpHeWmel mpoJaxu  yA3BHUMOCTEH U
noJIy4eHHus: GMHAHCOBOM BHITOABI

2-4 OpIBIINE paboTHHKH BHEIIHUHI - MOJIyYEHUE BBIFOJBl IyTEM MOINEHHUAYECTBA
(nmonb3oBaTeim) HIIM HHBIM NMPECTYTTHBIM IIyTEM;
- MECTB 32 paHee COBEPIICHHBIE NEHCTBUSA

3.4. C y4yeToM HMMeIOLIEHCS COBOKYITHOCTH NPEAINONOXKEHUH 0 HelsX (MOTHBALUH)
HapylmuuTeaeli ¥ BO3MOXHOCTAX peaM3allMM HApYLIUTEJSIMH YIpo3 O0e30MacHOCTH
nepcoHanbHbIX JaHHBIX B MCIIJ[IH moTermman HamageHWs IIpU peanu3aliid yrpos
0e30MacHOCTH NEPCOHAIBHBIX JAaHHBIX MJII pacCMaTPHUBAaEMBIX BHIOB HapyIIHTeNeiH
onpeznensercs Kak 6a30BbIi (HU3KHIL).

Hapymrens ¢ 6a30BbIM (HHU3KMM) MOTEHITHAJIOM SBISETCA HEMPOGeCCHOHAJIOM,
HCIIOJIB3YET CTaHIapTHOe o0opyloBaHKe, UMeeT orpaHudeHHble 3Hanus o6 VCITdu wiu
COBCEM MX He UMeeT, BO3MOXHOCTh JocTyna K MCI1/n unu ee oTensHBIM KOMIIOHEHTaM
y HapyUIUTeNs OrpaHU4YeHAa W KOHTPOJIUPYETCS OPraHU3ALUOHHBIMM ¥ TEXHUYECKHMH
MepaMu.

3.5.B UCIIH yrpo3s 0€30macCHOCTH TI€PCOHAJBHBIX HaHHBIX MOTYT OBITH
peasM30BaHbl BHENIHMMH M BHYTPEHHHUMH HapyIIHUTENAMH C 0a30BBIM (HH3KHM)
MOTEHIIUAJIOM CJIeIyIOIIUMHU ClIocobaMu:

- HECAaHKLIMOHMPOBAHHBIA JOCTYN K OOBeKTaM 3aluThl U (WIM) BO3AeicTBHE Ha
0OBEeKTEl 3allUThl Ha alapaTHOM YpoBHe (mporpaMMbl (MHKpOIIpPOrpaMMBl),
«TIPOIIUTHIE» B alNapaTHBIX KOMIIOHEHTAaX);

- HECaHKI[HOHUPOBAHHBIA HOCTYNl K OO0BbEeKTaM 3amiuThl W (WJIHM) BO3AelCTBHE Ha
00BEKTHI 3aIUTHI Ha O0IIECUCTEMHOM YPOBHE (OIepalliOHHbIE CUCTEMBI, THIIEPBH30PHI);

- HECAHKIIMOHUPOBAHHBIM AOCTYI K O0BeKTaM 3alluThl U (UIM) BO3JeCTBUE Ha
00BEKTHl 3allUTBl Ha MPHKIAZHOM YpOBHE (CHCTEMBI YIIpaBieHHs ©Oa3aMu [aHHBIX,
Opay3epbl, BeO-IpUNIOKEHUS, UHbIE NPHUKIaJAHBIE NPOrpaMMbl OOLIET0 U CIIEHHUAIBHOIO
Ha3HaueHUs);

- HECAaHKLIMOHMPOBAHHEIA AOCTYyNl K 0O0BbeKTaM 3alluThl U (WiIM) BO3LEHCTBHE HaA
OOBEKTH! 3allUTHl Ha CETEBOM YpOBHE (ceTeBoe OOOpYyIOBaHME, CETEBblE IPHIIOXKEHHS,
cepBucsl), kpome UCIT/Ix 1-ro Tuna;

- HECaHKLIHOHHPOBAHHBIH (U3WYECKWiA JOCTYn K OOBEKTaM 3alUThl W (WIH)
BO3JIeHCTBHE Ha 0OBEKTHI 3aIUTHL.

4. AKTyaJlbl-lble Yrpo3sbl 0e30MacHOCTH NEPCOHAJIbHBIX NAHHLIX B ﬂH(l)OpMaIIHOHHle
CHCTEMaX NECPCOHAJIBHBIX JAHHBIX

4.1. Vrpo3sl 6e30macHOCTH IEPCOHANBHBIX AAHHBIX SBIAIOTCA aKTyaJbHBIMM JUIS
WUCII[H, ecnn cymecTByeT BEPOATHOCTh WX peald3allid HapyluuTeiaeM ¢ 6a3oBbIM
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(HM3KHUM) TMTOTEHUUAIOM U Takas pealu3alys NpUBEIET K HEIPHEMJIEMBIM HEraTHBHBIM
nocnencTsusM (ymepOy) OT HapylleHHs KOHQHACHUMANbHOCTH, LENOCTHOCTH WU
JTOCTYITHOCTH 00pabaTbIBaeMbIX IEPCOHANBLHBIX JaHHBIX. ,

4.2. YunuteiBasg cpegHuii ypoBeHb ucxomHoi 3ammumeHHoctu WMCIIH, coctaB u
06nem ob6pabareiBaeMbix B MCII/lH nepcoHaJBHBIX NaHHBIX, @ TaKXe OCOOEHHOCTH HX
obpabotku, mis VICITIH opraHoB ucnonHuTenpHoM Biaactw CMolleHCKod obmacTu H
TI0OJ{BEIOMCTBEHHEBIX UM YUPEXICHUN B COOTBETCTBUY C ITYHKTOM 7 TpeGOBaHUM K 3aIlUTE
NIepCOHANTBHBIX NaHHBIX IIPU UX 00paboTke B MHPOPMALIMOHHBIX CUCTEMaX IIePCOHAIBHBIX
NaHHBIX, YTBEpPXXIEHHBIX MNocTaHoBileHUeM IlpaBurensctBa Poccmiickoit ®enepauuu
or 01.11.2012 Ne 1119, axryanbHbl yrpo3sl 0€30IIaCHOCTH NEPCOHANBHBIX NAaHHBIX 3-TO
THUIIA.

4.3. C y4yeroM ocobeHHOCTeH (YHKLUMOHMPOBAHUS, HCIIONB3YEMBIX CTPYKTYPHO-
GYHKIIMOHAIBHBIX XapaKTePUCTHK, IPHMEHAEMBIX WH(POPMAMOHHBIX TEXHOJOIHH,
XapakTepa H crnoco6oB 00pa0OTKM IepCOHANBHBIX JAHHBIX U IPEeANPUHSATHIX
oreparopamu Mep 1o obecriedeHnIo 6e30macHOCTH IEPCOHANBHEIX JaHHbBIX, [IPUBEICHHBIX
B pasfene 2 akTyalbHBIX yIrpo3, a TakXe BO3MOXKHBIX HEraTHBHBIX IOCIEACTBHH OT HX
peanu3alii IpeJHaMepPEHHbIE YTPO3bl YTEUKH IEPCOHAIBHBIX HAaHHBIX IT0 TEXHUYECKHM
kaHamaM s VICIIIH sBnsroTCS HeaKTyallbHBIMH, BCJIEACTBHE 4Yero Jaajiee U3
NpegHaMEepeHHBIX Yrpo3 6e30IacHOCTH IepCOHANBHEIX AaHHBIX OyIyT pacCMaTpHBAThCH
TOJIBKO YI'PO3BI, pealIn3yeMBbIE 38 CUET HECAHKIMOHUPOBAHHOTO OCTYTIA.

44.K ©GazoBelM yrpo3am 6€30IIaCHOCTH  IE€PCOHANBHBIX  MAHHBIX  JUIA
paccmaTtpuBaeMbIx TUNOB MICIT/IH oTHOCSTCS yrpo3bl, HHGOpMAaIHsI O KOTOPHIX MONyYeHa
U3 HCTOYHHKOB AaHHBIX 00 yrpo3ax 6e3onacHocTH MHGOPMAIWH, YKa3aHHBIX B IyHKTe 1.7
paszena | akTyanbHBIX Yyrpo3, peajli3yeMble BHYTPEHHUMU M BHEIIHUMH HapyLINTEISIMH C
0a30BBIM (HU3KUM ) TIOTEHIIHAJIOM.

B kauecTtBe 6a30BBIX yrpo3 6e30macHOCTH HepCOHANBHBIX HaHHBIX s MCITIu
ollepaTopaMH paccMaTPHMBAlOTCA aKTyalbHbBIE YIpo3bl 0e30MacHOCTH MEPCOHATBHBIX
IDaHHBIX IpH MX obpaborke B paccMmarpuBaeMmbix Turax MCIII[H, mepedeHb KOTOPHIX
npuBeficH B IMpuiokeHHH Ne | K aKkTyasibHBIM yrpo3aM. IIpu 3TOM HCKIIIOYEHHE MOTYT
COCTaBIATH yrpo3bl 0€30MacHOCTH NEPCOHAIBHBIX JaHHBIX, HH(POPMAIHOHHBIE
TEXHOJIOTHH WIH CTPYKTYPHO-(QYHKIMOHAIbHBIE XapaKTEPHCTHKH A (HhOpMHpOBaHMS
kotopbix B ICIT/IH He npuMeHsIOTCA.

BazoBhIll (npeABapUTENbHBIN) MEepedeHh paccMaTpHBaeMbBIX Yrpo3 0e30macHOCTH
nepcoHanbHbIX AaHHBIX AnsA MICIT[lH npuBoauTcs onepaTopaMu B pa3pabaThiBaeMOH AJIs
cootBetcTBYyIolel ICIT/IH yacTHOl Monieny yrpos.

4.5. OueHKka BO3MOXXHOCTH peajiv3allii M aKTyalbHOCTH Yrpo3 Oe3omacHoCTU
HepCOHANBHBIX JNaHHBIX, BKJIIOYEHHBIX B 0a3oBBIH (TpeaBapUTEeNbHEBIN) IepedyeHb s
UCI1IH, ocymecTBiusieTcs ollepaTopaMH B COOTBETCTBHH ¢ Meroaukoii onpexneneHus
aKTyaJIbHBIX Yrpo3 0e30MacHOCTH HNEepCOHANBHBIX JMaHHBIX IIpH HX o00paboTke B
WHGOPMAIIOHHBIX CHUCTEMaX I[epCOHAIBHBIX MAHHBIX, YTBEPXKIEHHOH 3aMecTUTeNeM
mupektopa @enepanpHoit CIIy)XObl MO TEXHUYECKOMY HW OKCIIOPTHOMY KOHTPOIIO
14.02.2008, ¥ npUBOAUTCS B HACTHOM MOZENHU YIPO3.

AKTyallbHO# cuMTaeTcs yrposa, koTopas MoxeT ObITh peanusoBaHa B VICIIJIn u
NpeJCTaBIsIET OIIACHOCTD IS IEPCOHANBHBIX IAHHBIX.
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Hist  oueHky BO3MOXXKHOCTH DeallM3alUHd yYrpo3bl TNPHUMEHSIOTCS CIEAYIOILHe
NoKa3aTelu:

- ypoBeHb ucxonnoi samuimensocty UCI/Ix;

- 4acTOTa (BEPOSATHOCTD) Pean3allil pacCMaTPUBAEMOM YIPO3BI.

ITox 4acTOTOM (BEPOATHOCTHIO) peanu3allidl YTrpo3bl IOHUMAETCS OIpeaesseMBbIit
OKCIIEPTHBIM IIyTEM I10Ka3aTellb, XapaKTEPU3YIOIIUM, HACKOJIBKO BEPOSTHOM SBISETCS
peanu3anysi KOHKPETHOM yrpo3bl O€30MacHOCTH NEPCOHANBHBIX NAHHBIX MU JaHHOM
UCIIn B cknageiBarommuxcs ycnoBuax. C yderoM 06a3oBoro (HHM3KOro) IOTEHIHANA
BO3MOXXHBIX HapyLIWTENIEed M CcpefHero ypoBHS ucxoaHo# 3amuineHHoctH WCIIIx
yacToTa (BEpOSTHOCTh) peaiu3aliud yrpo3 Oe30MacHOCTH IEPCOHANBHBIX NaHHBIX IS
tunoBbelx MWCII[IH opraHoB ucnonuuTenbHOH BiacTH CMOJEHCKOH o00macTM u
IIOABEOMCTBEHHBIX UM YUpEXXIEeHUN OLICHUBAETCS HE BBILIE CPEIHEH.

OnacHocTe  yrpo3 6e30macHOCTH  INE€PCOHAIBHBIX  OAHHBIX  ONpeaeIseTcs
OKCIIEPTHEIM MyTEM U XapaKTEPHU3yeTCs] BO3MOXXHBIMH HETaTHBHEIMH ITOC/ICICTBHSIMH OT
UX peaju3aluH g onepaTopa U cyOBEeKTOB NepCOHaNbHEIX JaHHBIX. C yueToM cocTaBa
(xateropuu) u obvema obpabareiBaeMbrx B VICII[IH mepcOHaIbHBIX OaHHBIX, & TaKKe
HeoOxoauMocTH obeclieueH s YPOBHS 3aIllMIIEHHOCTH IIEPCOHANBHEIX JAHHBIX HE BEIIIE
BTOPOr'0 OIaCHOCTBH YIpo3 6e30IacHOCTH NEepPCOHANBHEIX JaHHBIX AA Tunosslx VICITIu
OpraHoB HCIOJHUTENBbHON BinacTu CMONEHCKOH 00MacTd ¥ MOABENOMCTBEHHBIX HM
yUpexIeHUH OLIEHUBAETCA HE BBILLE CPEIHEH.

OneHka BO3MOXHOCTH peajM3allMd M aKTyaJIbHOCTH Yrpo3 Oe3omacHOCTH
NEpPCOHAIBHBIX [NaHHBIX, BKIIOYEHHBIX B 0a30BbIM (NpenBapuTENbHBIN) NepedeHb Iis
WCTIdH, ocCylIecTBIAETCA OIepaTopaMH C YYETOM MAaKCHMaIbHBIX MpHBEIEHHBIX
OLIEHOYHBIX 3HAYEHUH 9acTOTHI (BEPOSITHOCTH) peaIM3aliK U OMTACHOCTH YTpo3.

4.6. COBOKYNIHOCTh  INIPEAIIONIOKEHHA O  BO3MOXHOCTAX, KOTOpBlE MOTYT
UCITIONB30BaThCs MPHU CO3HAHHUH CIOCO00B, MOATOTOBKE W mpoBeaeHHH atak Ha MCII/IH
OpraHOB HCIOJIHUTENbHOM BiacTH (CMOJIEHCKOH OOJacTH U MNOABEJOMCTBEHHBIX WM
yIpeXXOAeHHH, B KOTOPRIX [UId obecrnedeHus 06e30MacHOCTH MHEPCOHAIBHBIX MAaHHBIX
oneparopaMu IpuHATO pemenue o npumeHenun CK3U, npuBeneHa B npunoxennu Ne 2 k
aKTyaJIbHBIM Yrpo3aM M YYuTHIBaeT 0a30BbId (HU3KHH) NOTEHIHAT BO3MOXKHBIX
HapyluTeNleld W NpeNpUHATHIE OlepaTopaMu Mephl Mo obecrnedeHHio Oe30macHOCTH
NEPCOHANBHBIX JJAHHBIX.

CoOBOKYITHOCTb TIPEATONOKEHUNH O BO3MOXKHOCTAX, KOTOPEIE MOTYT HMCHOJI30BaTh
HapyIIMTeJId NpU cO3JaHUM cllocoboB, mojroroBke u mpoBeneHun atak Ha MCIIu, B
KOTOPBIX i ofecrniedeHus: 6€30I1aCHOCTH NEPCOHANBHBIX JJAHHBIX ONEpaToOpaMu MPUHATO
pemienne o mnpumeHenun CK3U, dopmupyercss omeparopamu Ha OCHOBaHUHU
npuirodxeHds Ne 2 K aKTyalbHBIM Yrpo3aM M TPHBOOUTCH B pa3pabaTeIiBaeMO# Juis
cootBeTcTBytomel UCII[{H yacTHOM Mozenu yrpos.
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ITpunoxenue Ne |

K yrpo3am 6e30macHOCTH
NEPCOHANBHBIX IAHHBIX, AKTYaJIbHBIM
npu 06paboTke NMepCoOHATBEHBIX
JaHHBIX B HHPOPMAI[HOHHBIX
CHCTEMaX NMEPCOHATBHBIX JaHHBIX
OpraHOB UCHOJHUTENBHON BJIACTH
CMoeHCKo# 0061acTH U
MOJABEIOMCTBEHHBIX UM YUpPEXACHUN

IIEPEYEHD
aKTyaJbHBIX YIpo3 6e30NacHOCTH NEePCOHAIBHBIX AAHHBIX MPH HX
oOpaborke B paccmarpuBaembix THnax HCIIAn

Ne Vrpo3sl GesomacHoct HHGOPMALUHMH Iocneacrsus
wWn | uaeHtw- HauMEHOBaHHe omnycaHne HCTOYHHK YIPO3BI .
¢uxarop (xapakTepHCTHKA §
H IOTEHIMAI o Z | oE| 0B
=2 | =5 =6
HapyIIATEIA) g 23| &3
eS| &E| QX%
IR
=]
g5 §5| §¢
T X T Y g
b=
3
)
=
1 2 3 4 5 6 7 8
1. | YBU.006 | yrposa BHEApeHMA yIpo3a 3aKIIOYaeTcs B BO3MOXHOCTH BHEAPEHWS HapyIIATENEM B IHCKpEIUTHPYEMYIO BHEITHHI ecth | ecTh | ecTh
KOJa HWTH AaHHBIX HA(QOPMALIMOHHYIO CHCTEMY BPEIOHOCHOTO KOJIa, KOTODBIH MOXeT ObITh B JajbHEiflieM | HapyHIMTeNs C
3amymieH TONb30BaTeJIMM  BPYYHYI0 WIM aBTOMAaTHIECKH @pPH  BHIMOMHEHHM HH3KHM
OIpeNeNieHHOro yCIOBHA (TPH HACTYIUIEHHH ONpe/JeneHHOH JaThl, BXOJE NOoNb30BaTeNs B NOTEHLIHANIOM
CHCTEMY M T.L), a Talkke B BO3MOKHOCTH HECAaHKIMOHHPOBAHHOIO BHEAPCHHSA
HapyIIATENEM HEKOTOPHIX COOCTBEHHBIX NAHHBIX JUIA 00paboTKH B DHCKPEIHTHPYEMYIO
HHQOpMALMOHHYIO  CHCTEMY, TO €CTh HE3aKOHHOTO HCHONB30BAHHA  WYXKHX
BBLIMHCIIHTEILHBIX PECYPCOB.
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1 2 3 4 5 6 7 8
Jannasa yrpo3a o6ycnoBjicHa HanM4MeM YS3BHMOCTel mporpaMMHoro obecredeHus, a
TaKoKe c1aboCTIMHI MEP AaHTUBUPYCHOM 3alMThL.
Peanusanmks AaHHOM YIpossl BO3MOXHA B ciydae pabGoTel AHCKPEOHTHPYEMOro
fofb30Batell ¢ (haiiaMM, MOCTYMAIOUMMH M3 HEJOBEPEHHbIX HCTOUYHHMKOB, WIH NpH
HAIMYHHA Y HEero NPUBANICTHH YCTAaHOBKH NporpaMMHoOro obecneueHus
2. | YBHU.008 | yrpos3a YIpo3a 3aKii04acTcs B BO3MOKHOCTH noabopa (HanpuMep, myTeM NMOJHOro nepebopa win BHEIHUI €CTb HeT HET
BOCCTAaHOBJICHHA niepe6opa 1o coBapio) ayTeHTH(PUKALMOHHON HHPOPMALIMH TUCKPEAHTUPYEMOIl YYeTHOI HapyIuTeIb C
ayTeHTHOUKAIHOHHOM | 3amuCH MONb30BaTeld B CHCTEME. HU3KEM
uHdopMalu Jansas yrposa oOycloBiieHa 3HAaYHTC/]bHO MCHBIIMM OOBEMOM JAAHHBIX Xem-KONa | moTeHmmanoM,
ayTeHTH()HKAIHMOHHOU MH(OPMAUMHK MO CPaBHEHUIO C Heif caMol, YTo ompegenseT asa BHYTpEeHHHI
CIeICTBHA: HapyIHTeSh C
- BpeMsi noxbopa B OCHOBHOM omnpefeNisercs He OObeMOM ayTeHTHHHMKAUMOHHOM HU3KHM
HHpOpManWH, 2 00LEMOM AaHHBIX €€ Xell-KoAa; NIOTEHIHATIOM
- BOCCTAHOBJICHHAs ayTEHTH(HKALMOHHAA HHPOpPMaLHs MOXET He COBMAJATh ¢ HCXOMHOM
(Ipu TPYMEHEHHH HEKOTOPBIX AJTOPHTMOB WA HECKOJBKHX HaGOpOB MCXOMHBIX ABHHBIX
MOTYT OBITE HOJTYY€eHBI OJMHAKOBbIE pe3ynbTaThl - XEIU-KOJbI).
Peanmuzauma fgaHHOH Yrpo3sl BO3MOXHA C MOMOIMIBIO CHEHHANLHBEIX MPOrPaMMHBIX
CpEICTB, a TAKXKE B HEKOTOPBIX CITydasX — BpYIHYIO
3. | YBHU.015 | yrposa noctyna k yrposa 3aKmio4aeTcss B BO3IMOKHOCTH MOJYHeHHA HApyHIMTeNeM JHOCTynma K BHEIIHWH €CcTh HeT HeT
3ampmaeMsM daiinaM | CKphITHIM/3aIMUMaeMEIM KaTaoraM Win ¢daiinaM mocpelcTBoM paziMUHBIX BO3NACHCTBHIA Hapymurens ¢
€ HCIOIb30BAHAEM Ha ¢ailloByi0 cucteMy (Z00aBieHHe OMONHUTENBHBIX CHAMBOJIOB B YKa3aHWH IyTH K HH3KHM
00XOIHOTO MyTH taitry; obpamenue k ¢aiinam, KOTOpbIC ABHO He YKa3aHbI B OKHE MPUIIOKCHHS). MOTEHLNAJIOM,
JlanHas yrposa o6ycnoBieHa craGocTAMH MeXaHM3Ma pa3rpaHMUeHds [JOCTyna K BHYTpEeHHMI
obbekTaM (aitnoBolt CHCTEMBL. HapyImurenb ¢
Peanuzaius JaHHOM yrpo3bl BOIMOXKHA pM: HI3KHM
- HAJTHYHMH Y HapYIIUTEIS MPpaB JOCTYNA K HEKOTOpsM 00bekTaM (aiinoroii cucremsr; MOTCHIHATIOM
- OTCYTCTBHMH MPOBEPKH BBOAUMBIX [OJIb30BATENICM JIAHHBIX;
- HAJTHYHH Y DHCKpEANTHPYEMOH MPOTpaMMbl CIHMINKOM BBICOKMX MPHUBHICTHHA JOCTYMA K
daiinaM, 06paboTKa KOTOPHIX HE MPEAIIOIIAraeTCs C €€ MOMOMBIO
4. | YBH.028 | yrpo3a HCIONE30BAHMA | yrpo3a 3aKiIO4aeTCA B BO3MOXKHOCTH MONYYEHHSA HAPYIIHTEIEM HECAHKIHOHHPOBAHHOIO BHEIOTHUH ecTh Her HET
aIIbTEPHATHBHBIX nOCTYNa X 3amminacmMoli MHpopMaluMH B 00X0A IMTAaTHBIX MEXAHM3MOB C HOMOLIBIO |  HapyIIHTENb C
myTel pocTyna K HECTaHJAPTHRIX HHTEp(eiicoB (B TOM YHCIE HOCTYNA Yepe3 KOMAHIHYIO CTPOKY B 06X01 HA3KMM
pecypcam rpagudeckoro uaTEpdeiica). HOTEHIHAJIOM,
Hannas yrpos3a ob6ycnobieHa cnabocTAMH Mep pasrpaHHueHMs AOCTYNA K 3amuulacMoii BHYTpEHHHI
uHpopMalLVH, CIab0CTAMH GHIbTPALIHH BXOJHBIX JaHHBIX. HapyIIHTesh ¢
Peanu3altia AaHHOH yrpo3sl BO3MOXKHA ITPH YCIIOBHH HANMMIAA Y HAPYLIUTENA: HH3KHUM
- BO3MOXKHOCTH BBOJIa IIPOM3BOJIBHBIX JAHHBIX B APECHYIO CTPOKY; NOTEHIHANIOM

- CBelIeHHH O [yTH K 3alMINaeMOMY pecypcy;
- BO3MOXXHOCTH H3MEeHCHHA HHTepdeiica BBOJA BXONHBIX JAHHLIX
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VBH.030 | yrpo3a HCHoNp30BaHKMA | Yrpo3a 3aKI0YaeTCs B BO3MOXKHOCTH MPOXOXKAEHWSA HApyHIUTENEM MPOHEIypH BHEIIHHUH €CTb | ecTb | €CThb
nHbOpMaLMY aBTOPH3aIlMM HA OCHOBE ITOJYYEHHOH M3 OTKDBITHIX MCTOYHUKOB MACHTH(QHKALMOHHON U | HapyHIHTeNb CO
HICHTH(pHKAUUH/ ayTeHTHOHKAHOHHONH WHOGOpMalWH, COOTBETCTBYIOINEH YUeTHON 3aMHCH  «II0 CpEIHHM
ayTeHTH(HUKALNH, YMOJMaHHIO» TUCKPEAUTHPYEMOTO OOBEKTA 3aIHUTHI. MOTEHLIHATOM,
3aJaHHOH 1o JlaHHas yrposa o0yclioBleHa TeM, 49TO BO MHOXECTBE MpPOTPAMMHBIX U MPOrPaMMHO- BHYTPEHHHiA
YMOJTIaHIIO annapaTtHelX CpPEACTB MNPOM3BOJAHMTE/IMU INPEXYCMOTPEHBI YYETHBIE 3alMCH (IO HapyIIHTENs ¢
YMOYaHHIO», MpEIHA3HAYEHHbIE M/ MEPBHYHOrO BXOJAa B cHcTeMy. bonee Toro, Ha HH3KHM
MHOTHX yCTpOHCTBaX MAECHTH(HKALHOHHAA H ayTeHTH(hHKAMOHHA HHPOPMAIUI MOXET MOTEHOUANIOM
ObITH BO3BpAlllcHa K 3alaHHOM «II0 yMOJT4aHUIO» [I0C/E NPOBeJeH A anmaparHoro cbpoca
napaMeTpoB cucTeMbl (pyHKM Reset).
Peanusauus JaHHOR yrpo3sl BO3MOXHA NPH OJHOM M3 CJIELYIOMUX YCIOBHIA:
- MpH HUIWYMH Y HapyLIMTeNs CBEACHHH O Mpou3BOAMTeNe/MOxeNH OOBEKTa 3aILUTHI H
HaIMYMH B  OTKPHITBIX HCTOYHHKAX CBeleHHHl 006 HiaeHTU(UKALMOHHON H
ayTeHTH)UKAIMOHHON HMH(pOPMALMKH, COOTBETCTBYIOIUEH YYETHOM 3amHCH  «Mo
YMOT42HMIO» JJ11 06BbEKTa 3aMUThL;
- MpH YCHCIIHOM 3aBEpIICHMM HapyIIWTeJeM NPOHEAyphl BbIABIECHHA NaHHO#
HH}OPMaIMH B XOZi¢ aHAIM3a NPOTPAMMHOTO KOJIa IMCKPEANTHPYEMOr0 00BbEKTa 3aILHThI
VBH.031 | yrpo3a ucrnonp3oBaHUA | yrpo3a 3aKiMOYacTCAd B BO3MOXKHOCTH HOJMy49eHHA HapyIIHTeNeM IOCTYNa K JaHHBIM H BHELIHUI ecTb HeT HeT
MEXaHH3MOB OYHKIGOIM, NpeldHa3HaYeHHBIM NIA YYeTHBIX 3amuceil ¢ Oojiee BBICOKHMH, 4Ye€M Y HapYIOHTEND €
aBTOpHU3ALUK Ajist HapyHIuTeNd, NPHBHJIETHAMM, 3a C9YeT OMHMOOK B NapaMeTpax HAaCTPOHKH CpeACTB HH3KHM
- TOBHIHICHMA - -—-pasrpaHMdenys gocTyma. [Ipn 3TOoM HapyniHTens At MOBBILICHI CBOHX IPUBHICTHI He TOTEHITHAIOM,
TIPUBYICTHA OCYMIECTBJIIET RECTPYKTHBHOC NPOTPaMMHOE BO3ACHCTBHE Ha CHCTEMY, a JHIIb BHYTPECHHHH
HCTONB3YET CYyIIECTBYIOINHE OMUOKH. HapyIIHUTEND C
Jlansas yrposa oOyciiossieHa ciaGoCTAMH Mep pasrpaHH9eHus AOCTYIa K MporpaMMaM M HI3KHM
daiinam. MOTCHIHANIOM
Peanusauys JaHHOH yrpo3sl BO3MOXKHA B CIy4ae HANMYHA Yy HapyHWIHTENA KaKHX-1HGO
NPUBIWIETHHA B CHCTEME
YEW.041 | yrpo3a MexkcaliToBOrO | yrpo3a 3aKH04YacTcs B BOSMOKHOCTH BHENPEHHA HAPYHIUTENEM YYaCTKOB BPEIOHOCHOTO BHEIUHHIi €CTh | ecTb | ecTs
CKPHIITHHIa KOJIa Ha CaiT JUCKPEAUTHPYEMOH CHCTEMRI TAKUM 00pa3oM, 4TO BPEAOHOCHDIH KOx 6yNeT | HapyuIuTems C
BBITNONHEH Ha pabodeii CTaHIIMM IPOCMATPHBAIOMIETO 3TOT CaifT I10J1b30BATELA. HH3KHM
JlaHHas yrposa ofycnoBiieHa cnabocTAMH MEXaHM3Ma HpOBepKH Oe3omacHOCTH MpH MNOTEHIHANIOM

00paboTke 3anpocoB U AaHHBIX, NOCTYNAIOMHUX OT BeO-caiita.

Peanusanua yrpos3bi BO3MOXHA B CIydae, €ClIM KIHEHTCKOE MpOorpaMMHoe obecriedeHue
HOJAEPKMBAET BHINOJIHEHAE CICHAPHEB, 3 HAPYIIHTENh HMeeT BOSMOXKHOCTH OTIPaBKH
3aMpOCOB H JIAHHBIX B JUCKPEMTHPYEMYIO CHCTEMY
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8. | YBU.051 | yrposa yrpo3a 3aKIo4aeTcs B BO3MOXHOCTH NOTEPH HECOXPAHEHHBIX NaHHBIX, 06pabaTeiBaeMbIx BHYTPECHHHIA HET ecTh | €CThb
HEBO3MOXXHOCTH B mpempimymieii ceccud paboThl Ha KOMIBIOTEpE, @ TAKKE B BO3MOXKHOCTH NOTEPH | HApYIIHTENH C
BOCCTaHOBJICHUA BpPEMEHH U1 BO3OGHOBIICHUS PaboThl HA KOMIBIOTEPE. HH3KHM
ceccun paboTsl Ha JlasHas yrposza ofycioBneHa omubOkamMd B peald3allMl NpPOTPaMMHO-ANNapaTHBIX MOTEHLHATIOM
KOMIIBIOTEPE IPH KOMIIOHEHTOB KOMIIBIOTEPA, CBA3AHHBIX C 00eCIedeHUEM NHUTAHMA.
BBIBOJIE 3 Peanuzaius JaHHON yrpo3bl BO3MOXKHA IPM YCJIOBHH HEBO3MOXHOCTH BBIBEACHHA
HPOMEXYTOYHBIX KOMIBIOTEPA M3 MPOMEXYTOYHBIX COCTOSHMH MUTaHMA (KIYNIEro pexkuMa paGoTsi,
COCTONHHI NUTaHUA rubepHaliy ¥ APYTHX)
9. | YBU.062 | yrpo3a HEKOpPpeKTHOIO | yrpo3a 3aKIOYaeTCA B  BO3MOXHOCTH  MCPEHANpaBieHHs HAM  KOMHPOBAHHA BHEILIHUH €CTh HET HeT
HCHOJIB30BaHMA oOpabaTeiBaeMbIX  Opay3sepoM  JaHHBRIX  4Y€pe3  MpO3pavHblii  MPOKCH-CEpBep, HapyluTenb ¢
[pO3payHOro MPOKCH- | MOAKMOYeHHBIH Kk 6pay3epy B Ka4eCcTBe IUIaruHa. HU3KHM
cepBepa 3a cueT JanHag yrpo3a o6yciioBiieHa cnabocTAMH MeXaHH3Ma KOHTpOJII HOCTYNa K HacTpoiikaM TIOTEHIHATIOM
IwaruHoB Opaysepa 6paysepa.
Peanuzaumsa maHHO# yrpo3sl BO3MOKHA B Ciydac YCHEIIHOTO OCYINECTBICHHA
HapylIHUTeJIeM BIUIOYEHHA peXHMMa HCHONB30BAaHMA MPO3PAauHOrO MPOKCH-CEpBEpa B
napaMeTpaX HacTpoiiku Opaysepa, HalpHMep, B pe3yJbTaTe peanH3alHH YTpo3bl
MEXCalTOBOro CKpUITHHIA
10. | YBH.067 | yrposa yrposa  3aKNIOYaeTci B BO3MOXKHOCTH  HENPaBOMEPHOrO  CIIydaifHOro  HiH BHYTpEHHUI €CTh HeT HeT
HENpaBOMEPHOT0 [peAHaMEPEHHOTO O3HAKOMJICHHS NONb30BaTeNs ¢ MHpopMallieil, KoTopas U HEro He |  HapyHIHTENh C
O3HAKOMJICHHA € npefHasHadeHa, H JaNbHEHINEro ee MCMNOAL3OBAHHMA JUI1 HOCTIKCHHA CBOHMX IJIH HHM3KHUM
3aIMIaeMoi 3aJaHHBIX €My APYTHMH JHIAMH (OPraHU3ALMIMH) AECTPYKTHBHBIX LieJIeH. HOTEHLIHATIOM
undopMavmeit JanHas yrposa o0ycioBiIeHa YA3BUMOCTAMH CPEICTB KOHTPONA AOCTyIa, ommbxamMu B
napameTpax KOH(UTypaMy JaHHBIX CPECTB WITH OTCYTCTBHEM YKa3aHHBIX CPENCTB.
Peanmsamms  gaHHOM YIpO3Bl HE TOAPa3syMEBacT YCTAHOBKY H  HCIONB3OBaHHE
HapylIHTeNieM CIEUHalbHOr0 BpeJOHOCHOrO INporpaMMHoro obecmedeHus. IIpu stom
O3HaKOMJICHWE MOXET ObITh MPOBEAEHO IMyTeM MPOCMOTPa HHPOPMALMH C SKPAHOB
MOHMTOPOB  APYTHX  IONb30BaTenedl, ¢  OTNCYATAHABIX MOKYMCHTOB, IyTEM
HOJCIyNIMBaHMs pasrOBOPOB M APYrHMMH criocobaMu
11. | YVBH.069 | yrposa yIrpo3a 3aKiovaeTcs B BO3MOXHOCTH BHECCHHS HapyIIHMTENEM HW3MEHEHHit B pabory BHEITHMIA €cThb ecTb HeT
HETPaBOMEPHEIX CETEBBIX IPOTOKOJIOB IyTeM NOOABJCHHA WIH YHAJIeHMA JAaHHBIX H3 MH(GODMALMOHHOTO | HapyHmIMTENhb C
HeiicTBHIi B KaHanax NOTOKA C HEJbl0 OKa3aHUd BJIMAHMA Ha paboTy IHCKPEIUTUPYEMO CHCTEMBI WIH HH3KHM
CBA3H HOJydeHHs HOoCTyla K KoH(puaeHuuanbHOH HH(OpMaluH, IepelaBacMoii Mo KaHamy MOTCHIHAIOM
CBA3H.
Jannag yrposa o0ycioBiieHa cnaGOCTAMH CETEBBIX HPOTOKONOB, 3aKMIOYAIOIIUMMCT B
OTCYTCTBHMH MPOBEPKHM LISSIOCTHOCTH M MOATHMHHOCTH NONYYaeMbIX JaHHBIX.
Peanuzaima jgaHHOM yrpo3bl BO3MOXHA NPH YCHOBHH OCYIIECTBJIEHMA HAPYIIMTENEM
HECAHKUHMOHUPOBAHHOTO JOCTYNA K CETEBOMY TpaHKy ]
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JaHHBIX M (WIM) BHPTYalbHEIM JUCKaM, a Takxke cHabocTeil TEXHONOrHMHM egHHOIrO
BHPTYaJILHOTO JHCKOBOTO IPOCTPaHCTBA. YKa3aHHBE ClaloCTH CBA3aHEI C BHICOKOM
CIIOXHOCTBIO QITOPHTMOB ofecTiedeHHst COTIaCOBAHHOCTH JECHCTBUI MO pachpejeNeHHIo
nH(pOpMAlMH B PaMKaX €QMHOFO BHPTYANBHOTO NHCKOBOTO MPOCTPAHCTBA, & TAKOKe
B3aMMOJICHCTBHA C BHPTYaNbHBIMH H (H3IMYECKMMM KaHAJIAMK Nepefady NaHHBIX IA
obecnedeHus paboThl B paMKax OJXHOTO JHCKOBOTO MPOCTPAHCTBA.

1 2 3 4 5 6 7 8
12. | YBH.071 | yrpo3a yrpo3a 3aKmovyaercs B BO3MOXHOCTH OCYIIECTBAECHHA MpAMOro AocTyma (HOCTyna ¢ BHEMIHHIH €CTh HET HET
HECaHKLMOHHUPOBAH- YPOBHEH apXHTEKTYpHl 60Jice HU3KHX MO OTHOILCHHIO K YPOBHIO ONEPaLtHOHHOM CHCTEMBI) HapyImuTens ¢
HOTO BOCCT2HOBJIEHHA | K JaHHLIM, XPAHALIMMCA HA MallHHHOM HOCHTelle HHGOPMalMM, WIH BOCCTaHOBJIEHUA HH3KIM
yIhaneHHOH JaHHBIX M0 CYHTAHHOM C MAIIHHHOTO HOCHTEJIA OCTATOYHON HHGOPMALHH. HOTEHIHAJIOM,
3allHHIaeMOi JanHas yrpoza ofycnoBieHa cnaGoCTAMH MexaHu3Ma ynaneHud HHdopmalmu ¢ BHYTPEHHHI
HHpOpMaLUH MaliMBHeIX HOCHTENeH - HHQOpMallsi, yJaneHHas ¢ MalHHHOrO HOCHTENd, B HapyIUTEIb ¢
GOJILIIHHCTBE CITy4aeB MOXeET OBITh BOCCTaHOBJIEHA. HHU3KUM
Peanu3aius aaHHOH yrpo3bl BO3MOXKHA NPU CIIEAYIOIMX YCIIOBHAX: NOTEHLHAJIOM
- €ClM ynaneHne HHGOpMallMM ¢ MAIUMHHOTO HOCHTENA MPOHCXOMWIO 6e3 HCIONL30BaHHS
cnocoboB (METONOB, aNTOPHTMOB) rapaHTHPOBAHHOTO CTHPAHHA HNaHHBIX (HampuMep,
¢bu3MecKkoe YHHYTOKESHHE MAIIKHHOTO HOCUTENA HHPOPMaLUK);
- €CJIM TEXHOJIOTHIECKHE OCOOEHHOCTH MAMIHHHOrO HOCHTEN HHGOPMALMH He MPHBOIAT
K TapaHTHPOBAHHOMY YHWYTOXKCHHIO HH(POpPMaUWH MpH TNOMyYEeHHH KOMAHIbI Ha
CTUPAHHE JAaHHbIX;
- ecid HHpopMaLHA He XpaHWIach B KpunTorpaguiecku npeodpasoBaHHOM BHIE
13. | YBH.074 | yrposa Yrpo3a 3aKIIovYaeTcss B BO3MOXHOCTH W3BJCYEHHMA Napolieil U3 ONEpaTHBHOH MaMATH BHEIIHWUH ecThb HeT HeT
HeCaHKLHOHHUPOBAH- KOMMBIOTEPA WIH XHIIEHHA (KomMpoBaHuA) ¢aitnoB napoieii (B TOM YHCIE XPaHAININXCA B |  HapyIIuTeNb ¢
HOro JOCTyIMa K OTKPBITOM BHJIE) C MAIIHHHLIX HOCHTeNeH HHPOpMaLHH. HM3KHM
ayTeHTH(HUKalMOHHO! | JlaHHas yrpo3a o0ycJOBJICHa HanudHeM ciafocTelf Mep pasrpaHMYeHHMA AOCTYNA K | MOTEHLHANIOM,
uH}popManuK 3aIuInacMoi nHGpopMaIyH. BHYTpEeHHHi
= S Peanusanni AaHHOH yYTpo3H BO3MOXHA ~HPH YCIIOBHH YCIEIIHOrO OCYIICCTBJICHHA | HApYLINTENb C
HECAHKIMOHUPOBAHHOIO MAOCTYNIA K Y9JacTKaM OHEPaTHBHOTO WIH IIOCTOAHHOIO HH3KUM
3a[IOMHHAIONUX YCTPOHCTB, B KOTOPHIX XpaHUTCA HHOpMAIHs ayTeHTH(HKALME MOTEHIHAIOM
14. | YBU.084 | yrposa yIrpo3a 3aKioyaeTcs B BO3MOXHOCTH OCYINECTBICHHA AECCTPYKTHBHOIO NpPOrpaMMHOro BHEIIHHI eCcTb | €CTb | €ecTh
HECAHKUHOHUPOBAH- BO3JCHCTBHA HAa BHUDPTyalbHBIE YCTPOHCTBA XpaHEHHWA NaHHBIX H (WIHM) BHPTYaNbHBIE | HAPYIIMTENS C
HOrO JI0CTYyNa K OMCKH, ABIMIOMMECA KaK CerMEHTAaMH BHMPTyalnbHON0 MJHCKOBOTO MPOCTPAHCTBA, HH3KHMM
CHCTEME XpaHEeHUA CO3NAaHHOTO OTJACNBHBIM BHPTYalIbHbIM YCTPOMCTBOM, TaK M €JHHbHIM BHPTYAIGHBIM | MOTEHIHMAIOM,
JOaHHBIX U3 JIMCKOBBIM NPOCTPAHCTBOM, CO3JAHHBIM MYTEM JIOTHYECKOTO OOBEJHHEHHS HECKOJIBKHX BHYTPEHHH
BHPTYJILHOH U (WIK) BUPTYaIIbHBIX YCTPOHCTB XPaHEHHA JaHHBIX. HapyIIUTeNb ¢
thuzuyeckoii cetu JlanHad yrposa oOycnoBieHa HaiMdHeM cnabocTell NPUMEHAEMBIX TEXHOJIOTHH HM3KHM
pacnpeneneHus MHGOPMAIMH 10 PasiHIHGIM BHPTYAIBHBIM YCTPOHCTBAM XpaHEHHA NOTEHLHAIOM
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3aK/FOYAIOMAMHUCT B PHCBOCHHH PEANU3YIOMUM €ro MporpaMMaM CIHIIKOM BBICOKHX
DpHBUIErHii Mpy paboTe ¢ peecTpoM.

Peanm3auus JaHHON yrpo3bl BO3MOXKHA B Ciydae MONydeHHA HapyHIHTeNeM Npap Ha
paboty ¢ mporpaMMoii peakTHPOBAHHS peecTpa

1 2 3 4 5 6 7 8
Peanmsaimsa AaHuo# yrpossl BO3MOXHA NPH  YCJMOBHH HANM4MA Y HapYIIHTEIA
CHENMANbHBIX IIPOrPAMMHBIX CPEICTB, CHOCOOHBIX  IKCIUTyaTHpoBaTh  cjabocTH
TEXHOJNIOTHH, MCHONB30BAHHEIX NPH MOCTPOEHHH CHCTEMbl XPAHCHWA JAHHBIX (CETEBBIX
TEXHOJIOrHiA, TEXHONOTHIi pacnpeaeneHHs HHGOPMALMH U Ap.)
15. | VBH.086 | yrposa yrposa 3aKio4acTcsi B BO3MOKHOCTH OCYIIECTBJICHHSA HApYIIHTCIEM HENPaBOMEPHOTO BHEMIHAH HET ecTh | €CThb
HECAHKIMOHHPOBAaH- JOCTYNa K ayTeHTHQMKAIMOHHOH HHQOpPMalMM APYTMX MONB30BaTeNeid ¢ NMOMOMBIO HapyuIHTeNb ¢
HOrO W3MEHEHMA HITATHBIX CPEACTB ONEPAHOHHOM CHCTEMBI WIH CMICLHANBHAIX TPOFPaMMHBIX CPEACTB. HHM3KHM
ayTeHTHQUKauHoHHo# | JlaHuas yrposa oOycioBleHa HaaudueMm ciabocrelf Mep pasrpaHudeHHsA JOCTYNa K MOTEHLIHATIOM,
uHpopManHn utdopmaimu ayTeHTAGHKAIMH. BHYTPEHHHIA
Peanusauusi HaHHOH Yrpo3bl MOXET CHocofcTBOBaTh NajibHEHHIEMY NPOHHKHOBEHHIO HApYHIUTENDb ©
HapymmTelsA B CHCTEMY HOJ YIETHOH 3amiChio JUCKPEAUTHPOBAHHOTO II0JIb30BATE A HHM3KHM
TOTEHIMAIOM
i6. | YBU.088 | yrposa yrpo3a 3aKio4acTcs B BO3MOXHOCTH HEIIPaBOMEPHOTO IMONy4CHHs HapyIIHMTENEM KOMHUH BHEIIHMH ecTh HET HeT
HECAHKIMOHUPOBAH- samunaeMoil MHpOpMALMH IyTeM MPOBEAEHUA IOCIENOBATEALHOCTH HENMPaBOMEPHBIX HapyIIHTEIb C
HOTO KONMPOBAHUA JeficTBHi, BIOYAIOMMNX HECAHKLMOHUPOBAHHBINH NOCTYH K 3amMIIacMoii MH(OpMaLH, HU3KHM
3ampmacMo KOTMHPOBaHHE HaiileHHOH MH(OpMalMM HAa CHEMHBI HOCHTENh HIH B APYTOE MECTO, [NOTCHIHAJIOM,
HHpOpMaLMH IOCTYIHOE HApYHIATEIIO BHE CHCTCMEL. BHYTpEHHMiA
Hdannas yrpoza oOycijioplieHa cna0ocTAMM MEXaHM3MOB pa3sTpaHMUEHHA JOCTyNa K | HApyHIATENh C
3amyaeMoli ¥HGOpMaLHY M KOHTPOJIA JOCTYTIA JIALl B KOHTPOJHPYEMYIO 30HY. HM3KHM
Peanmsauus JaHHOM yrpo3bl BO3MOXKHA B CIIyuae OTCYTCTBHA KpHNTOrpapH4ecKHX Mep NOTEHIMAIOM
3AIMUTEE WA CHATUA KODHM B MOMEHT o0paboTku 3amuitaemoii HHpopMammH B
Heln$poBaHHOM BHIE
17. | YBU.089 | yrposa yrpo3a 3aKmo4aeTcs B BO3MOXKHOCTH BHECEHMS HapymIMTeJleM W3MEHEHHMH B BHELUHUI €cTh | ecThb | ecTh
HECaHKLIIMOHHPOBaH- HCIIONE3YEMBIH  THCKPEIUTHPYEMBIM TNPWIOKEHHEM peecTp, KOTOpbie BIHAIOT Ha HapyIIHTENDb C
HOTO PelAKTHPOBaHUA | QYHKIHOHHUPOBAHHE OTAECNBHBLIX CEPBHCOB MPWIOKECHMA WIH MPHIOKEHHA B lesoM. TIpu HH3KHM
peectpa 3TOM TIOX PEECTPOM IOHMMAETC HE TOABKO peecTp onepauuoHHoM cuctembl Microsoft MNOTEHLHANOM,
Windows, HO n mo6o#i peectp, Mcnonb3yeMblif npwioxkenueM. Hsmenenue peectpa BHYTPEHHU#
MOXeT ObITh KaK 3TalloM IpH OCYIIECTBACHUH APYTOro AECTPYKTHBHOIO BO3ACHCTRHA, TAK HapymuTeab ¢
¥ OCHOBHOH LIEJIBIO. HH3KHUM
HdanHas yrposa oOycioBieHa caaocTAMH  MeXaHH3Ma KOHTPOJA  JIOCTYnNa, NOTECHLHANIOM
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18. | YBH.090 | yrposa yrposa 3aKiIO9aeTcsi B  BO3MOXHOCTH CO3JAHHA HAapYIIMTEJIEM B  CHCTEMe BHEIITHU I eCTh | ecTh | €CThb
HeCaHKLIHOHHPOBAH- JOTIONHATENBHOM Y4EeTHOM 3alMCH HONB30BATENA U €€ JAJBHEHIUIETO HMCMOJb30BaHHA B HapyImHUTeb ¢
HOro CO3JaHHA coOCTREHHBIX HEMPABOMEPHBIX LIEJAX (BXOJa B CHCTEMY C MpaBaMH 3TOH YUETHOH 3amucH HU3KHM
YUIETHOH 3anHCH M OCYHIECTBICHUA NECTPYKTUBHBIX AECHCTBHIf MO OTHOHICHWIO K AMCKPEAUTHPOBAHHOMN NOTEHLIAATIOM,
MOJIL30BATENA CHCTEME WU U3 AUCKPEAUTHPOBAHHON CHCTEMBI IO OTHOIMIEHHUIO K JPYTHM CHCTEMaM). BHYTPCHHHI
HNannast yrpo3a obycnoBineHa cnaboCTAMM MEXaHH3MOB pasrpaHddeHHs AOCTYNA K | HapyIIHTeNs c
3ampaeMoil HHpOpMaLHH. HH3KHM
Peaymzanms  ganHO# yrpo3sl BO3MOXHA B Clydae HAIMYMA @paB Ha  3amMyck MOTEHLMANIOM
CNELHATH3UPOBAHHBIX IPOrPaMM JUIA PERAKTHPOBaHHA (aiiNoB, ColEpKaUMX CBEICHHA O
MIOJIB30BATENIAX CHCTEMBI ([IPH YAAICHHOM JOCTYIIE), WIH HITAaTHBIX CPEACTB yNpaBJICHHA
JOCTYTIOM M3 COCTaBa ONEPAIMOHHOM CHCTEMBI (IPH JIOKAIBHOM JOCTYTIE)
19. { YBH.091 | yrposa yrposa 3aiJIIO9aeTcsi B BO3MOXHOCTH NPHUHHEHHA HAPYIIHTENEM 3KOHOMHYECKOrO, BHEIHHU HeT HeT ecTh
HECaHKLHOHUPOBaH- HUHPOPMALMOHHOIO, MOPANbHOIO H RPYTHX BMAOB yilepb6a co6CTBEHHHKYy M ONEpaTopy | HapyHIMTENh C
HOTO yIaneHus HEMPAaBOMEPHO YyAalicMOH HHpOpMAaLHH [yTEM OCYHIECTBACHHA HECTPYKTHBHOTO HU3KHM
3aIlUIHaeMOo TPOTPaMMHEOro WIH $U3UIECKOT0 BO3JEHCTBHA Ha MAUIHHHBIH HOCHTE)Ib HHpOPMAaLUH. MOTCHLHANIOM,
UHpOpMaLHU JlaHHas yrpo3a oOyclioBli€HA HEJOCTATOYHOCTBIO Mep MO ofecnedeHHI0 NOCTYNHOCTH BHYTPEHHHUIA
samumaeMolt MHpOpMALMM B CHCTEME, a paBHO M HAIHYHEM YA3BHMOCTEH B HapyIIHTeND C
[pOrpaMMHOM 00ecledeHUM, PeaTH3yIOmeM AaHHLIE MEPHIL. HU3KHM
Peanusamus naHHON Yrpo3bl BOSMOXKHA B Ciydae NONYYEHHA HapyIIHTENEM CHCTEMHBIX NOTEHIAANOM
DpaB Ha CTHpPaHWEe MNAHHBIX WIH (U3UYECKOTO JOCTYNAa K MAlNMHHOMY HOCHTEIHO
“T T yR(OPMAIME Ha pacCTOSHUE, JOCTaTOYHOE VIS OKa3aHAA 3¢{eKTHBHOrO NECTPYKTHBHOTO
BO3AEHCTBHA
20. | YBHI.098 | yrpo3sa oGHapyxeHust yrposa 3aKiHOYaeTCs B BO3MOXHOCTH OIPENCNICHHA HapyMHMTENEM COCTOSHMA CETEBBIX BHEIITHAM ecThb HeT HeT
OTKPBITBIX [IOPTOB H [OPTOB IHCKPEIUTHPYeMOH CHCTEMBI (TaKk Ha3bIBAEMOE CKaHMPOBAaHHME NOPTOB) JUIA | HApYIIHTENb C
HACHTUQUKALMH MONYYEeHHA CBEJEHU) O BO3MOKHOCTH YCTAHOBJIECHHS COCOHHECHHAA C AMCKPEAHTHPYEMOMH HH3KHM
[PUBA3AHHBIX K HEMY CHCTEMOI [0 JaHHBIM TNOPTaM, KOH(QUIypamdM camMoil CHCTEMBI H YCTAHOBJIEHHBIX MOTEHLIUATIOM

CETEBbIX CIYkKO

CpPEeICTB 3aIUThl MHGOPMALHH, a TAKKe APYrUX CBEHCHMIA, IO3BOJLIIONMX HAPYIIUTEIIO
OIpenenuTh, 0 KAaKUM TIOpTaM JeCTPYKTHBHbIC IIPOrPaMMHbIE BO3HEHCTBUA MOTYT OBITDH
OCYIHECTBJICHBl HAaOpAMYI0, @ [0 KaKHM — TONBKO C HCIONL30BAHMEM ClELHATBHBIX
TEXHHK 00X0/1a MEXKCETEBBIX SKPAHOB.

JdaHHas# yrpo3a CBf3aHa C YA3BHMOCTAMH M OmMOKaMM KOH(HIYPHPOBAHHMA CPEACTB
MEXCETEBOro 3KPaHUPOBAaHHA H (HIBTpAlAd CETEBOro TpaHKa, HCMONB3YEMBIX B
JHCKPEIUTUPYEMO# CHCTEME.

Peanmzaums AaHHOM Yrpo3bl BO3MOXHA TNPH YCHOBHH HANWIMA Y HapyUIMTeNs
HOAKIOYEHH K AHCKPEOMTHPYEMOH BBIYHCIMTENLHOH CETH H CIEUMATH3HPOBAHHOIO
NporpaMMHOro obecrieyeHHd, peatrsylomero (pyaKIMy CKaHUpOBaHHsA TTOPTOB M aHAIM3a
ceTeBoro Tpaduka
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VEU.099

yrpo3a oGHapykeHusa
XOCTOB

yrpo3a 3aKo4aeTcs B BO3MOXKHOCTH CKaHUPOBAHUA HAPYIIHTENEM BLIMHUCITHTENLHOM CeTH
JUIs1 BBIABNEHHS paGOTAIOMMX CETEBBIX Y3IIOB.

Hannas yrpo3a cBf3aHa co clabOCTSAMH MEXaHH3MOB CETEBOrO B3aHMMONEHCTBHA,
OpeJOCTABIAIOMMMH KJTHEHTaM CETH OTKPHITYIO TEXHHYECKYI0 HH(POPMALHIO O CETEBBIX
y3nax, a TaloKe ¢ YA3BHMOCTAMM U OIMHOKaMH KOHQHIYPHPOBaHHS CPEACTB MEXCETEBOIO
3KpaHHPOBaHHA U GWILTPALMM CETEBOrO TPadMKa, HCIOJb3YEMbIX B AHCKPEAUTHPYEMOl
cucTeMe.

Peanuzauud JNAHHOH YIpo3sl BO3MOXKHA MPH YCJIOBUM HAUIMMHA Yy HapyHIMTeNs
HOAKMOYEHHA K AWCKPEAUTHPYeMOH BEIMHCIMTENBHON CETH H CHeLHAIH3MPOBAHHOIO
NpOrpaMMHOTO ofecheyeHns, pealusyiomero ¢yHKLUHH aHATH3a CETeBOro Tpaduka

BHCIITHU#H
HapyIIHUTEb C
HM3KHM
NOTEeHLHAAIOM

€CTh

HET

HET

22.

YbH.116

yIpo3a fiepexsara
JNaHHBIX,
riepelaBaeMbix I10
BBEIYUCIIMTENIEHOMN ceTH

yrposa 3aKUIIoYaeTca B BO3MOXHOCTH OCYIIECTBIIEHHA HapyLIHTeNIeM
HECAaHKUMOHHPOBAHHOTO  JOCTYHAa K  ceTeBoMy  Tpaduky  AMCKpeOUTHpYeMOoii
BLIMUC/IHTENBHOM CETH B NACCHBHOM (HHOTAa B AaKTHBHOM) pexuMme (TO €CTh
MpOCTYIIUBAHKSA CETEBOro Tpaduka) Husa cGopa M aHaIH3a CBEOCHHI, KOTOpPbIE MOLYT
6bITb MCTIONBL30BAaHBI B JanbHelilieM s peanusallMd Apyrux yrpos. Ipu srtom
HapyliuTellb OCTaeTci NPH pealM3aluM JAHHOH YTpo3bl HEBUAMMBIM (CKPBITHBIM)
NOMy4aTesieM IlepexBaThiBaeMBIX JAHHBIX. KpoMe Toro, HapyLIMTenb MOKET MPOBOLMTH
HCCIIEIOBAHMUA APYTUX TUIIOB IOTOKOB NAaHHBIX, HAIIPHMED, PAAROCHTHATIOB.

JlanHas yrpo3a o0ycnoBiieHa CJabOCTAMH MEXaHWM3MOB CETEBOTO B3aMMOACHCTRMA,
[peJOCTAaB/UIIONIAMA  CTOPOHHHM MOJIb30BATEMSIM  OTKPHITBIE  JAaHHBIE O
IUCKpEAHUTHpYeMOH cHcTeMe, a Takke OMMOKaMHM KOH(QHIYpalMH CETEBOro
AIpOrpaMMHOTo obecredeHus.

Peanuzaiug JaHHOH yTpO3bl BO3MOXKHA B CITy4ae:

- HaIM9US Y HapywuTedas ROCTYNAa K AMCKPEAMTHPYEMOH BBIUMUCJIMTENBHONH CeTH,
- HecrnocoOHOCTH TEXHONOTHil, ¢ MOMOMIGI0 KOTOpHIX peain3oBaHA Nepelada NaHHbIX,
IPEAOTBPATHTL BO3MOXHOCTb OCYIIECTBJICHHS CKDBITHOTO IIPOCHYINMBAHUA IIOTOKA
JaHHbIX

BHEHTHHHN
HapyUIUTENb €
HH3KHAM
MOTEHIHAIOM

€CTh

HET

HET

23.

VBH.128

yrpo3a noIMeHb
ZOBEPEHHOTO
NOJIB30BaTEN

yrpo3a 3aKnovaeTcsi B BO3MOXHOCTH HapyIIMTeNs BbIIaBaTh ce06s 3a JICTHTHMHOrO
HOJIL30BATE)sl M BBIIONHATH IpHeM/Tiepenady HAHHBIX OT ero uMeHH. JlaHHyio yrposy
MOJXHO 0XapaKTepH30BaTh KaK MIMHTALMIO NeHCTBHIT KIIHEHTa.

HanHaa yrpoza ofycnoBneHa cnabocTAMH TEXHOJOTHHA CeTeBOro B3aUMOJEHCTBUA,
3a4aCTyI0 He HO3BOJLTIOIEMH BBITIOTHUTB IpOBEPKY O IHHHOCTH
ACTOYHHUKA/ TIOMydaTess HHOpMAaLHH.

Peanuszauus NaHHOM yrpo3bl BO3MOXHa MY HAIMYMH Yy HApYIIMTENd NOAKMOYEHHUS K
BLIYHCIHTELHON CETH, a TAXOKE CBEICHMI 0 KOHOHUIypallli ceTeBBIX YCTPOHCTB H THITE
HCIOJIB3yEMOr0 NporpaMMHoro obecneueHus

BHEIITHHHA
HapYIIHTENb C
HU3KHM
MOTEHLHATIOM

€CTh

HET

HET
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24. | VBU.156 | yrpo3a ytparsi yrposa 3aino4yacTci B BO3MOXKHOCTH pacKpeiTUa HHPOpDMAUMH, XpaHamieidcs Ha BHYTpPEHHMEH eCTh HET €CThb
HocHTenei YTEpAHHOM HOCHTeNe (B Cilydae OTCYTCTBHA HIA()pOBaHMA NaHHLIX), WIM €e MoTepH (B HapyHIHTEIb C
uH(opMaImn CJIy4ae OTCYTCTBHA PEe3€PBHOM KOIUM JAHHBIX). HM3KUM
JlanHas yrposa ofycnoBieHa cJIa0OCTAMH MEp pErMCTpalMd H y4yeTa HOCHTeNei MOTEHLMANOM
MH(OpMALHH, a TAKKE MEP Pe3CPBHPOBAHHA 3al{MINAEMbIX JAHHbIX.
Peanusauus jaHHOH yrpo3sl BO3MOXHA BCIIE/ICTBHE XaNaTHOCTH COTPY AHHKOB
25. | VBU.157 | yrpoza duzuyeckoro yrpo3a 3aKmo4aeTci B BO3MOXHOCTH YMBIIUIEHHOIO BBIBEJCHMA H3 CTPOS BHEIIHUM BHEIIHUiH HET | ecTh | ecTh
BBIBEACHUA W3 CTPOA HApYIIMTENeM CpeiCTB XpaHeHWsA, o00paGoTkm M (W) BBOJA/BHIBOJA/MEpeNaqH HapyIHTEND C
Cpe/ICTB XpaHEeHH, HUHGOPMALMH, 9TO MOXKET HPHBECTH K HAPYIICHHIO XOCTYIHOCTH, 2 B HEKOTOPHIX CIIyYatx HHM3KHM
ob6paboTku u (win) 4 UEIOCTHOCTH 3alMIiacMoi HH(popMaIMH. AOTEHIHATIOM
BBOJa/BeIBOAa/Nepena- | JlaHHas yrpo3a oOycnoBiieHa cHabOCTAME Mep KOHTPONS (PM3HYECKOT0 AOCTYHA K
4u HHpOpMaLU CpeAcTBaM XpaHeHus, 06paboTKH  (WiH) BBOAA/BEIBOAA/NEpeaayH HHPOPMAIIHH.
Peanmsauus pganHOH Yrposbl BO3MOXKHA NPH YCHOBHM UOJydYCHHMA HApyIIUTEIEM
(u3HMeckoro JocTyila K HOCHTENsiM HH(poOpMalH (BHEIIHHM, Chb€MHBIM H BHYTPEHHHM
HaKONMTENAM), cpelcTBaM 06paborku wuHbopMammu (mpolleccopy, KOHTpoJUIEpaM
YCTPOHCTB H T.1.) H CpeACTBaM BBOJA/BbIBOJA HH(OpMaIH (KJIaBHATYpPA M T.11.)
26. | YBHU.159 | yrpo3a YIpo3a 3aK0YaeTca B BOSMOXHOCTH INOJYYEHHs HapyIIHTEJEM JOCTyna K 3amuiiaeMoi BHEIIHHH €CTh HET HET
«(popcupoBaHHOro Be6- | HHPOPMALHH, BHITONHEHHIO NPHBIWICTHPOBAHHLIX ONEpamiii Wil OCYIIECTBICHHIO HHBIX | HapyIIATEINs ¢
Opaysuxra» JECTPYKTUBHBIX BO3JCHCTBMH Ha HEKOPPEKTHO 3allHIICHHbIE KOMIIOHEHTHl BeEG- HH3KHM
[IPWIOKCHHH. HOTEHHHAIOM
Januas yrposa ofycmoBiieHa cirabocTAMH (WIM OTCYTCTBMEM) MEXaHH3Ma IPOBEPKH '
KOPPEKTHOCTH BBOJMMBIX JAHHBIX Ha BeG-cepBepax.
Peanusanus JaHHOH yrpo3bl BO3MOXKHA MpU YCIOBHH YCHEINHOH peaiH3alud pydHOro
BBOJA B aJPECHYI0 CTPOKy BeG-Opaysepa ONpEHENCHHBIX ajpecoB BeO-CTpaHMII H
OCYHIECTBJIEHUA NMPHHYIUTEILHOrO Mepexoia no ApeBy BeG-caiiTa Kk cTpaHMLAM, CCHLIKH
Ha KOTOpbIE SBHO HE yKa3aHbl Ha Beb-cafite
27. | YBH.167 | yrposa 3apaxeHus yrposa 3aKmodaeTcd B BO3MOXHOCTM HAapyIICHHA 0e30MacHOCTH 3amMmacMoi BHYTpEHHUIH ecTh | ecth | ecThb
KOMIIBIOTEPA [IpU “HGOpPMAaUMH BPENOHOCHHIMH NPOrPAMMaMH, CKpHITHO YCTAHABIMBAaCMBIMH IIpH | HApYIIMTEID C
[OCEmECHNH NOCEINEHKH NOb30BATENAMH CHCTEMBI ¢ pabodHX MeCT (HAMEPEHHO HIIM IPH CIydaliHOM HHW3KHM
He6TaroHaie K HbIX NEpEHANpABICHUN) CafiTOB ¢ HEONAroHaNeKHEIM CONEPKAMBIM H 3alyCKaeMbIMH C MOTEHLMATIOM

caiToB

[PHBUWICTHAMH JUCKPEIUTHPOBAHHbIX MOJb30BaTENCH.

JlanHas yrposa oGyciopnena clnaboCTAMH MEXaHM3MOB (HILTPALIMH CETEBOTO TpadHKa U
AHTHBHPYCHOFO KOHTPOJIA Ha YPOBHE OpraHH3aLHH.

Peamu3aiys JaHHOH Yrpos3bl BO3MOXHA MpPH YCJIOBHH IOCEMMEHHA IMOJb30BATEAMU
CHCTEMBI C pabodHX MECT caiiTOB C HEGIArOHAIEXHBIM COLEPKHMBIM
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28. | YBU.168 | yrpo3a «kpaxu» yrpo3a 3aKimouyaeTcsi B BO3MOKHOCTH HEMPaBOMEPHOTO O3HAKOMIIEHMS HapyHIMTeNs ¢ BHEIHHi €cTh HET €CTh
YUETHOI 3anucu sammiaeMoil  uHpopMalmeii  nonb3oBaTeNs  MyTeM  TOJMydeHHs — MHGOPMAaUMM | HapYNIHTEh C
JOCTYHa K CETEBBIM uaeHTH UKW/ ayTeHTHOHUKALMK, COOTBETCTBYIOMIEH Y4YeTHOH 3amMcH  JOCTynma HH3KHM
cepBHUCaM TI0J1b30BATEN K CETEBBIM CEpBHCAM (COLMAIBHON ceTH, 00NMauHbIM cepBMCaM H Ap.), C TIOTEHLMATIOM
KOTOpOii CBA3aH HEaKTHBHBIA/HECYMIECTBYIOUIUI aApec JIEKTPOHHOH HOYTHL.
Jdauxas  yrpoza  oOyc/iOBJieHA  HENOCTAaTOYHOCTBIO  Mep  KOHIpoini  3a
aKTHBHOCTBI/CYMIECTBOBAHUEM SAMMKOB 3JIEKTPOHHON MOYTEI.
Peannsaiys ZaHHO! YIpo3bl BO3MOXHA IIPH YC/IOBHH:
- HATMYHS CTATYCa «CBOGOEH UL 3aHUMAHHSA» Y aJpeca dEKTPOHHOM MOUTEI, ¢ KOTOPhIM
CBf3aHa y4YeTHas 3alHCh JOCTYNa MONb3OBATENA K CETEBHIM CEpBHCaM (HampHMep, eCIiH
FOJB30BATENIb YKa3al IPH PETHCTPallMH HECYMECTBYIOUIMI ajpec WIH [OJIro He
obpammancs K NO4TOBOMY ANIUKY, BCIEACTBHE YEro ero OTITIOHHIH);
- HAIMYMA Y HAapyIINTENs CBeAeHuil 00 aapece 3MEKTPOHHOM MOYTHI, ¢ KOTOPBIM CBA3aHa
y4eTHas 3aliCh JUCKPEAUTHPYEMOrO NONb30BaTeNA JUIA JOCTYNA K CETEBBIM CEPBUCAM
29. | YBU.170 | yrpo3a yrpo3a 3aKiodaeTcs B BO3MOXHOCTH (JakTH4eCKol MOTepH HOCTYITHOCTH 3amiULIaeMBIX BHEIIHMIA HET HET ecTh
HETNPaBOMEPHOIo JaHHBIX UK3-32 KX HECAHKIMOHMPOBAHHOTO KpUNTOrpaguYecKoro mpeoGpa3oBaHWA | HAPYHIHTEID C
muppoBaHna HapyOIMTeSIeM C IIOMOIBIO H3BECTHOTO TOJBKO €MY CEKPETHOTO KI0O9a. HH3KHM
uedopMarum JHaunas yrposa ofycnoBieHa HamuumeM ciabocteif B aHTMBHPYCHO#H 3amuTe, a Takke B MMOTEHIHAIOM
MEXaHU3Max pasrpaHUHueHHI AOCTYIa.
Peanusanus nanHoi yrpo3sl BO3MOXHA NPH YCJIOBHH YCTICUTHOA YCTAHOBKH HapyIIHTENeM
Ha [UCKpEJUTHPYEMBI KOMIBIOTEP CpelcTBa KpHmTorpaduyeckoro npeobpasoBaHuA
gHpOpMAlMM, a TaKKe YCHEITHOTO OOHapyxeHHs (MAeHTH(HKAUHH) HApyHIHTENeM
3amumaeMsix Gainos
30. | YVBH.171 | yrpo3a CKpHITHOrO yrpo3a 3aKFo9acTCs B BO3MOXHOCTH OMOCPENOBAHHOIO OCYINECTBJICHHA HAapyIIHMTENEM BHEUIHHUI HET HeT ecTh
BKJIHOYEHMA HDECTPYKTHBHOTO  BO3J€iiCTBHA Ha HMH(QODMAILMOHHBIE CHCTEMBl C MHOKECTBA |  HapYIIMTENb C
BBIYHUCITUTENHHOTO BBIYHCJIKTENIHHBIX YCTPOUCTB (KOMMNBIOTEPOB, MOOIWIBHBIX TeXHHUECKHUX CPEACTB H Ap.), HHM3KHM
yCTpOHCTBa B COCTaB NOJKIOUEHHBIX K ceTH «MHTepHET», 3a CYeT 3aXBaTa YNpPaBJeHWI TaKHMH YCTPOHCTBaMH HNOTEHIHAIIOM

6oT-ceTH

MyTEM HECAHKIMOHMPOBAHHOH YCTaHOBKH Ha HHX:

- BPENOHOCHOTO mporpamMMHoro obecneyenua tuma Backdoor ans obecnedenua
HapymuTeas  BO3MOXHOCTBIO  YJANMEeHHOTO  JOCTYNa K JUCKPEAHUTHPYEMBIM
BBIYMCIIUTENIHHBIM YCTPOHCTBAM M YAANEHHOrO YIIPaBNeHUA HMH;

- KIMEHTCKOro MpOrpaMMHOro obecnedeH s AJi1 BKTIOUEHHA B GOTHET M HCIIONb3OBAHHUA
CO3JJAHHOr0 TaKUM obpa3oM GOTHeTa B pa3jIMIHBIX POTHBOMPABHLIX LEMsiX (pacchlika
crama, MPOBEJICHHE aTaK THUIIA «OTKa3 B 00CITY)KHBaHUH» H AD.).

JanHas yrpo3a o0yciOB/NeHa YA3BHMOCTAMH B CETEBOM MpPOrpaMMHOM o0ecrieueHHH H
c1aboCTAME MEXaHU3IMOB aHTHBUPYCHOIO KOHTPOJIA H MEXCETEBOr0 SKPaHHPOBAHMA.
Peaymzanusa  JaHHOM  yrpo3bl BO3MOKHA MPH  YCJIOBUM HAmMYMA BBIXOJA C
JUCKpEeTHTHPYEMOTO BHIYHCIIUTENLHOTO YCTPOlicTBa B ceTh « UHTEpHETY
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31. | YBH.172 | yrposa yrpo3a 3aKFOYaeTcsi B BO3MOXKHOCTH HapylleHHs Ge30acHOCTH  3allMInaeMoi BHENITHHIA ecTh ecTh ecTh
pacrpocTpaHeH s HH(OpMALINHU MONE30BATEA BpeJOHOCHBIMH MPOrpaMMaMK, CKPITHO YCTaHAaBJIHBAEMBIMH HapyILUTENb ¢
«TOYTOBBIX YEPBEH» OpM [ONYYEHHH TOJIb3OBATENAMH CHUCTEMBl 3JIGKTPOHHBIX [IMCEM, COAEpXKauiMX HH3KUM
BPENOHOCHYIO NpOrpaMMy THIIA «IIOYTOBLIH 9epBb», a TakKe HEBOJNBHOrO YYacTHiA B [OTEHLMATIOM
HdanbHEHIIEM IPOTHBONIPABHOM PaclpOCTPaHEHUH BPEJOHOCHOTO KOAQ.
Jannas yrposa o6ycioBieHa cnabocTAMY MEXaHU3MOB AHTHBHPYCHOTO KOHTpPOJLA.
Peanuzanua JaHHOM Yrpo3bl BO3MOXHA HpPH YCJIOBHM HaJIMHUR Y AMCKPEAHTUPYEMOrO
0JIE30BaTeNA 3EKTPOHHOIO IOYTOBOTO AHIMKA, a TAIOKE HAIMMHUA B €ro afipecHOi KHUTE
XO0T4 6b1 OTHOIO aipeca JPYroro noip3osares
32. | YBU.174 | yrpo3a «dapmusray yTpo3a 3aKHOYAETCS B BO3MOXKHOCTH HEMPABOMEPHOrO O3HAKOMIICHUA HapyIIMTENA C BHELIHUH ecTh HET HeT
samuiaeMoit HHGOpMauMeH (B TOM 4HMciae HACHTM(HKAUMW/ayTeHTUQMKALHUM) | HApyUIHTEb ¢
[0JIb30BaTE)A IyTEM CKPHITHOTO IepEHAIpaBCHUA NOJNb30BaTeNd Ha MOAACIBbHBIN CaliT HH3KHM
(BHEIIHEe HOCHTHYHBIH OpWIMHAILHOMY), HA KOTOPOM OT AHCKPEAHTHPYEMOro NOTEHLHANOM
HoJk30BaTeNs TpeOyeTcs BBECTH 3aHIMINAaEMyI0 HHOPMALIHIO.
Jaunas yrpo3sa ofyciioBneHa ys3sumocTIMH DNS-cepsepa, MapimpyTH3aTopa.
Peanu3auua gaHHOM yrpo3bl BOSMOXXHA IIPH YCJIOBHH HANIKMYUA Y HapYILIUTENA:
- CBEJEHHH 0 KOHKPETHBIX caiiTaX, HOCElaeMbIX MONb30BaTeNeM, Ha KOTOpBIX Tpebyercs
BBOJ 3allIHIaeMOoif HHpOpMaUuuy;
- CpeJICTB CO3aHUs U 3aMycKa MOAAeILHOro caifra;
- choeualbHBIX [POrpaMMHBIX CPEACTB  THNA  («OKCIUIOHT»,  peaH3yIOMHX
HepeHanpaBIeHKe [0JIb30BaTeNs HA NOMIE/bHLIH CalT.
Kpome Toro, yrpose AaHHOTO THNa MOJBEPXEHBl NOANUHHBIE CaiThl, He Tpebyromue
yCTaHOBJACHUA O€30MacHOro COoeJMHEHUs MNepel BBOJOM HH(OpPMalMd OrpaHH4eHHOro
JocTyna
33. | YBU.175 | yrpo3a «pumuHray» yrpo3a 3aKJIO4aeTcd B BO3MOXKHOCTH HEIPaBOMEPHOTO O3HAKOMIICHMS HapyLIMTENd C BHEIOHUH ecTh HeT HET
samqumaemoii  MHbopMmauMed (B TOM 4Mcie  HACHTU(UKALMW/ayTeHTHOHKALUAM) HapyLIMTENb €
TOJIb30BaTed IMyTeM YOeXJeHus MoNb30BaTelid ¢ IIOMOIOBIO METONOB COLMAIbHOH HU3KMM
HEXeHepuH (B TOM YHCIE MOCPEICTBOM PAcCHUIKM LENeBbIX ImceM (spear-phishing [IOTEHLMATIOM

attack), ¢ IOMOWIBIO 3BOHKOB, CTHMYJHPYIOIUMX K OTKDEITHIO BIOXKEHMS IIMCHMa,
AMUTALMA peKiaMHBIX npemroxeHuit (fake offers) mnu pasmuamnix npwioxenuit (fake
apps) 3aifTH Ha NOJUIENbHBIA CaiiT (BHEIIHE HACHTHYHBIH OPUTHHANBHOMY), HA KOTOPOM OT
AUCKPeNUTHPYEMOTO TOJNB30BATEN TpeGyeTcs BBECTH 3AMMINAEMYI0 MHGOPMALHMIO HIH
OTKPHITh B MHCBME 3aPaKEHHOE BIOXKEHHE.
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JaHHag yrposa o0ycloBieHa HEJXOCTATOYHOCTHIO 3HAHHI MMONB30BaTeNiedl O Meronax u ‘]
cpeacTpax «HIUUHTaY.

Peanu3auus JaHHOM Yrpo3sl BOSMOXHA [TPH YCIOBHH HATMYHA Y HAPYIIUTEIA:

- CBelleHUil 0 KOHKPETHBIX caifTax, MocemaeMbIX [0JIb30BaTeNeM, Ha KOTOPBIX Tpebyercs
BBOJ 3alIHiaeMoil HHGOpMaLUH;

- CPEACTB CO3JaHMs M 3allycka fTOJeABHOTO CakiTa;

- CBeleHMI O KOHTAaKTaX IMOJb30BAaTeNd C JOBEPEHHOU opraHmsarmeit (HoMep TenedoHa,
ajpec 3JIeKTPOHHOM MOYTHL U Ip.).

Jlna yGexaenus MOMB3OBATENsA PACKPHITh MHGOPMALUNO OrpaHHYEHHOro JOCTyma (MM
OTKpBITH BJIOXKeHHe B MHUCBMO) HaubGoONee 4acTO HCHONB3YIOTCA MOAAENbHbIE MMHChMA OT
aIMHHMCTpalHK KakoH-TH60 OpraHMs3aliMd, ¢ KOTOPOH B3aUMOAEHCTBYET IONH30BATEND
(wanpumep, 6aHk)

34. | YBHU.178 | yrposa yrposa 3aKkmo4aercd B BO3MOXHOCTH OCYINECTBIEHHA HAPYUIMTENEM AEeCTPYKTUBHOTO BHEIHHUIH €CTh | €CThb | ecTh
HeCaHKLIHOHHPOBAH- IpOrpaMMHOr0 BO3HEHCTBUA Ha CHCTEMY 3a CYET MCHOJIB3OBAHUA HMEIOHNIUXCA WIH HapymuTesb ¢
HOTO HCIIONB30BAHUA [peIBapHTENLHO BHEJPEHHBIX CTAHAAPTHBIX (M3BECTHBIX M OOBIMHO HE OIpenessTeMbIX HHU3KUM
CHCTEMHBIX H CETEBBIX | aHTHBHPYCHBLIMH NpOTrpaMMaMM KaK BPENOHOCHBIE) CHCTEMHBIX M CETEBBIX YTIJIHT, NOTEHITHAJIOM,
YTHAUT OpeAHA3HAUCHHBIX /NI HCUOONB30OBAHMA AaIMHUHHUCTPATOPOM JUI1 [WArHOCTHKH W BHYTpeHHHMit

ofcyKUBaHUA cHCTEMBI {CETH). HapyIIUTeNb ¢
Peanmmsaums ganHo# yrpo3s! BO3MOXHA HpPH YCITOBHH: HU3KHM

- HATHMYHA B CHCTEME CTAHJApPTHBIX CHUCTEMHBIX H CETEBHIX YTHIHMT WJIH YCHEIIHOrO HX MOTEHIHAIOM
BHEJIpEHUs HapyIIMTeNeM B CUCTEMY H COKPHITHA (C HCHONB30BaHHMEM CYMECTBYIOMIHX

apXUBOB, aTpUOYTOB «CKPHITHI» HIH «TOJBKO A YTEHHA» H Ap.);

- HANWYWA y HapyIIUTeNs NPHBIJIETHI Ha 3amyCK TAKHX YTHIHT

35. | YBU.191 | yrposa BHeApeHHA yIrpo3a 3aKiI04aeTcsi B BO3MOXXHOCTH OCYILIECTBJICHHS HapyIIUTEIIEM 3apaKEHH CHCTEMbI BHELIHUH €CTh | eCThb | ecTh
BPEAOHOCHOTO KOJIa B MyTeM YCTaHOBKH AUCTPHOYTHBA, B KOTOPHIi BHEAPEH BPEXOHOCHHIH kox. [laHHas yrpo3a HapylIvTeNnhb C
IucTpubyTHB ofycnoenerna cnabocTAMM Mep aHTUBHPYCHOH 3ammrel. Peamusammsa JaHHOH Yrpossl HH3KMM
MPOrpaMMHOTO BO3MOXHA NpPH NPUMEHEHHM MOJB30BaTeNieM CTOPOHHHUX MHCTPHOYTHBOB; OTCYTCTBHH AOTEHIHATIOM,
obecnedcHuA aHTHBUPYCHOH IPOBEPKH Tepe YCTAHOBKOI AHCTPHOYTHBA BHYTpEHHHIA

HapyIHUTeNb C
HM3KUM
HOTEHUHAIOM

36. | YBHU.192 | yrpo3a HCHONBE30BaHMA | Yrpo3a 3alIOYacTcd B BO3MOXKHOCTH OCYIICCTBJICHHMS HapyHIMTENEM RECTPYKTHBHOIO BHEHUH ecTh | ects | ecTh
YA3BHMBIX BepCHH BO3ACHCTBMA HA CHCTeMy IyTeM DJKCIUTyaTallid ys3BHMOCTEH HpOrpaMMHOro HapyIMTens ¢
TIPOrpaMMHOT0 obecnievenns. JlaHHas yrposa oOycioBieHa cnabOCTAMH MEXaHM3MOB aHAIH3a HHM3KHM
obecneuenus [pOrpaMMHOro ofecrniedyeHus Ha Halpgue yA3BHMocTeil. Peanusaummsa maHHOH yrpossl MOTEHLMANO0M,

BO3MOXKHA MPH OTCYTCTBHH MPOBEPKHU Nepes NMpHMeHEHHeM NPOTPaMMHOTO oGecrnedeHusn BHYTPEHHHI
Ha HaJIH9He B HEM YA3BUMOCTEH HApYLIHTEND C
HH3KHUM

NOTCHUHAIOM
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[Tpunoxenue Ne 2

K yrpo3am 0e30IacHOCTH
IePCOHAIBHBIX JaHHBIX, aKTyaJIbHBIM
1pu 06paboTKe MepCOHANBHBIX
JAHHBIX B UH(QOPMaLUOHHBIX
CHUCTEMaX MEPCOHANIBHBIX JaHHBIX
OpraHOB HCIIOJIHUTEIbHOM BIacTH
CMmoneHcKol obnacTy U
MOJIBEJOMCTBEHHBIX UM YUpPEHTCHUN

COBOKYITHOCTH NPEIINOJOXKEHANA

0 BO3MOYKHOCTSIX, KOTOpbI€ MOIYT HCHOJIb30BATLCH NPH CO3JaHHH CNOCO00B, NoAroToBKke H nposeaennn atak Ha UCIIIn
OPraHoB HCHOJHHTEJNLHOH BiaacTn CMoseHcKol 00/,1aCTH H NOABEIOMCTBEHHBIX HM YYpeKACHHH,

B KOTOPbIX 11 oGecneyeHus: 6e30nacHOCTH NepCOHAJbHBIX AAaHHBIX ONEPATOpaMH NPHHATO pewienue o npumenennn CK3U

Ne VTo4uHeHHbIE BOSMOXKHOCTH HapyIIHTeNeH U AKTYaTbHOCTB O60CHOBaHHE OTCYTCTBUA akTYalbHOCTH
w/n HaIpaBJIeHHs aTak (COOTBETCTBYIOMME ACTIONB30BAHHUS
aKTyalbHbIE YIPO3bl) (NpHUMEHeHHUs) Yrpo3
IJ1A IOCTPOeHHA U
pealM3aLiy aTak
1 2 3 4
1. | IlpoBenenme aTak¥ 0NpH HAXOXKICHHHA B aKTyanbHO -
Ipefenax KOHTPOIMPYEMO#t 30HEI
2. | IlpoBeneHue atak Ha 3Tale SKCIUTyaTaluH HEaKTYaJIbHO npoBomATc paborTel MO NOAGOPY COTPYOHMKOB, NPHBHICTHPOBAaHHBIe Imonp3oBarenn KCIIu

CK3H Ha ciaemyiomue 00bEKTHI:

- noxyMmenTtaimio Ha CK3M 4 KOMIOHEHTHI
cpexasl pynkuuoHuposauna CK3H;

- TOMEUIeHUS, B KOTOpPbIX HAaxoIATCd

KOMIIOHEHTHI HUCITTH, Ha KOTOpPBIX
peannioBaH.! CK3H1 74 cpena
tynknponuposanus CK3U

Ha3HAYAIOTCA W3 YHCNA JOBEPEHHBIX JIHILL.
ObecnegnBacTCs KOHTPOIMPYEMBIR NOCTYN (KOHTpOJNMpyeMas 30HAa) B aJIMHHHUCTPATHUBHBIE 3[aHHA H
(win) nomemeHus ¢ koMmronedTaMu UCIIJ(H. VkasaHHbIe [IOMEMIEHUS OCHALIECHbI BXOIHBIMHU JBEPIMH C
3dMKaMH, YCTaHOBJICH IOPANOK JOCTyNla B O3TH TOMEMIEHHd, NPEMATCTBYIOMME BO3MOMKHOCTH
HEKOHTPOJIMPYEMOro NPOHHKHOBEHUA B 3TH HOMELICHUA WIH NMpeObIBAaHMA B HHX JHI, HE HUMEIOMIHX
mpaBa JOCTylla B STH NOMellieHHd. B pafouee BpeMsa B Ciydae yxOJa JIML, HMMEIOMMX MpaBo
€aMOCTOATEILHOTO JOCTYIIA B yKa3aHHbIE [IOMEILICHNUA, a Taloke B Hepabodee BpeMs HBEPH MOMEILEHHH
3aKPHIBAIOTCA HA KIIOY.

JlocTynl MOCTOPOHHMX Jivll B noMeleHHd ¢ komnonentaMu UCIIIH AOMyCKaeTCA TONBKO B IPUCYTCTBHU
JHL, HMEIOMHUX MpPaBO CaMOCTOATENBHOrO HOCTYNA B [AHHBIC MOMEILUEHHR, HA BPEMA, OrpaHHYCHHOE
ciyxeOHOH HeoOXomuMocThio. [IpH 3TOM NpEeANPHHUMAIOTCA MEpHI, HCKMIOYAIONIME BO3IMOXKHOCTh
JIOCTYTIA IOCTOPOHHHX JIML K 00pafaThiBaeMbIM MEPCOHANBHBIM JaHHBIM H APYTHM 00bEKTaM 3amuThL.
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4

VcraHopnen TMOpAROK, ofecneduBaomuii COXpaHHOCTb ROKyMeHTauum Ha CK3M, MammMHHBIX
HocuTeneil uHpOpMaly ¢ koMIuteKTaMu BocctanoBneHus CK3U, Hocuteneit kmouesoil, apobHOH
ayreHTHQuuupytomeit uapopmarmu. Joxymertauus Ha CK3U 1 ykazaHHBIE HOCUTEIM XPAHATCA TONBKO
B ceifhax WM 3aKphIBaEMBIX Ha KoY wKadax (ANIMKAX) B YCTOBUAX, NPENATCTBYIOMUX CBOGOIHOMY
JIOCTYITY K HUM ITOCTOPOHHUX JIHIL

Monyuenue B paMKax MpeNOCTAaBICHHEIX
MOJTHOMOYHMII, a TawKke B  pe3yiabTaTe
HaGmoeHui cieqyromeit HHGOPMaLIHK:

- cBelleHMi O (U3MUeCKHX Mepax 3amIHThI
00BEKTOB, B KOTOPBIX pa3sMEINECHbI PECYpCHI
UCIIOx;

- cBemeHnii O Mepax M0 obOecnedyeHHIO
KOHTpOJIHPYEMOH 30HBI 06BEKTOB, B KOTOPBIX
pasmemens pecypest UCITTH;

- cBefecHMIA O Mepax N0 PasTPaHHUECHHIO
JOCTYyTa B HOMEIIEHHA, B KOTOPBIX HAXOAATCS
komnonentst  MICII[Iln, Ha  KoTOpBIX
peanu3oBaHbl CK3H U cpena
¢dynxumonnposanus CK3U

aKTyalIbHO

Hcnons3osanue mrarHsix cpefcts UCIIIH, B
KoTopoit ucnoaezyercs CK3H, orpanuieHHoe
peammsoBanHeiMM B MCII[IH  mepamu,
HaTpaBNEHHBLIMK HA OpeNOTBPaMEHUE U
TpecedecHue HEeCaHKIIHOHUPOBAaHHBIX
JelicTBHii

aKTyaJIbHO

Qu3myeckuii  IOCTYm K  KOMIIOHEHTaM
HCII/lH, Ha xoTopbix peanusoBansi CK3H n
cpeaa GyHKUMOHRHPOBAHUA

HEaKTYalbHO

npoeogATcs pabotel mo mnoafopy COTPYNHMKOB, NpPHBHIErHpoBaHHBIE mnonb3opatend UCIIIn
Ha3HAYalo0TCA W3 YHCIIa JOBCPEHHBIX JIMII.

O6ecne4ynBaeTcs KOHTpONMpyeMBlif A0CTYn (KOHTPOJIHpYeMas 30Ha) B afMHHMCTPATHBHLIE 3MaHHA H
(wii) nomeeHna ¢ komnonerTaMu UCI1/IH. Yka3aHHBIC [IOMEIIEHHS OCHAINEHE! BXOAHBIMH JBEPSIMH C
3aMKaMH, YCTAHOBJIEH IIOPAAOK JOCTYNa B 3TH MOMELICHHWY, NPEIAICTBYIOWUHA BO3MOXHOCTH
HEKOHTPOJIMPYEMOTO NPOHNKHOBEHUS WIH MPeObIBAHUA B HUX JIHU, HEe HMEIOMHUX NpaBa JOCTYIA B 3TH
nomemennd. B paGouce Bpema B ciydae yxona JHI, HMEIOMMX MPABO CAMOCTOATENLHONO NOCTYNA B
ykasaHHBIE TOMEMEHMS, a TaKxke B HepaGodee BpeMs IBEPH NOMemeHHI 3aKpHIBAIOTCA Ha Kmod. ocTyn
NOCTOPOHHHUX JIH B noMemenus ¢ kommnoneHramMu MCIT/IH nomyckaeTca TOJNBKO B MPHCYTCTBHH JIAL,
HMEIOIMMX MpPaBO CaMOCTOATENBHOrO JOCTYNa B [aHHbIE MOMELICHHA, HAa BPEMA, OrpaHHYECHHOE
ciyxebnoit HeobxonuMmocteio. TIpH 3TOM MpeANPHHHUMAIOTCA Mepbl, HCKTIOYAIOMHE BO3MOXHOCTH
JOCTYIa OCTOPOHHMX JIHII K 00pabaThiBacMBIM NEPCOHANBHBIM JTaHHBIM H IPYTHM 06BbEKTaM 3aIIATEE
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1 2 3 4
6. B03MOKHOCTh BO3A€HCTBOBATh Ha HeaKTyaJlbHO 6a30BOro (HM3KOro) MOTEHIHala HapyuTels HeIOCTATOMHO AJIA pEANTH3aLMKA YTPO3H.
ammnaparsble komnoHentel CK3HM u cpeny IMposoaarca paboTel no mnombopy COTPYAHHMKOB, NpUBHIETHpOBaHHbIE mojb3oBateny HCIIu
¢ynkunonnposanus CK3H, orpaHH4eHHas Ha3HayYaroTCA M3 YHCIIa JOBEPEHHBIX JIHIL.
Mepamy, peanusosanHpiMu B HCIIJH, B ObecnequBaeTcd KOHTPOIHPYEMbI HOCTYH (KOHTPONHpYeMad 30HA) B aIMMHHCTDATHBHBIE 3JAaHUT M
KOTOpOH UCIIONB3YyeTCs CK34, (unu) nomemenus ¢ komnodenTamu UCTI/IH. Vka3aHHbIe HOMEICHAA OCHAMECHB BXONHBLIMU ABEPAMH C
HamnpaBJCHHBIMH HAa MpPEAOTBPAIICHUE H 3aMKaMH, YCTaHOBJEH MOPANOK MAOCTyNa B OSTH I[IOMCICHHSA, MPENATCTBYIOIMHNA BO3MOXKHOCTH
ApecevyeHue HECAaHKIIMOHUPOBAHHBIX HEKOHTPONHPYEMOro NPOHMKHOBEHUA WM NMpeObLIBAHUA B HUX JIML, HE UMEIOIIMX TpaBa JOCTYNA B 3TH
neAcTBUi noMemeHus. B pabouee BpeMs B cilydae yxoja JIMII, UMEIOIMX [PaBO CaMOCTOATENILHOrO JOCTYIA B
YKa3aHHbIE€ NOMEIIEHNS, a Taloke B Hepaboyee BpeMs JBEpH MOMEIEHHH 3aKpbIBatOTCA Ha kmo4. Joctyn
TIOCTOPOHHUX JHI B niomenieAnsa ¢ xoMmmnoHeHTaMu UCIIIH nomyckaeTcs TONbKO B PHCYTCTBHH JIHMIL,
HMEIOMMX MpaBO0 CaMOCTOATENHHOTO JOCTYyNa B JaHHbIE [MOMEIIEHHA, HA BpEMs, OrpaHHYEHHOE
cmyxebHOl Heo6XoAMMOCTHIO. [IpH 3TOM NpEJNPHHMMAIOTCA MEPbI, MCKIIOYAIOIMUE BO3IMOXKHOCTh
JOCTYNa NOCTOPOHHHUX JHI K 00pabaThIBacMBIM NEPCOHANBHBIM NAHHBIM H APYTHM O0BEKTaM 3aIlHThL.
OcymiecTBiseTCs pasrpaHHUCHUE, PEerHCTpalA ¥ ydeT gocryna mnonbsopatesed MCIIJH k obbexTam
3allMTHl ¢ HCMOAB30BaHHEM opraHmwsanuoHHbix Mep H cpeacts HUCIIn. IlpaBamu ynpaBneHus
(agmuuHcTpupoBanus) HCII/IH 061analoT TONbKO NPUBIIIETHPOBAHHEIEC NOJB30BATENH
7. Co3ganve  cnocofoB,  MOOroTOBKA  H HEaKTyalbHO HE OCYIIECTBAAETCA 00paboTka cBENEHMIi, KOTOpHIE MOIYT MPEACTaBJATh UHTEPEC U pPEealH3aLMH
NpOBEAEHHE  ATaKk €  [pUBJICYEHHEM BO3MOXHOCTH.
CIELUATUCTOB B 00JacTH aHalu3a CHIHAJIOB, Beicokas CTOMMOCTB H CIOXHOCTb IOATOTOBKM PEATH3aIMH BO3MOKHOCTH.
COIPOBOX AKX (GYHKIIKOHHpOBaHUE Jna UCIIJIH axTyansHbE yrpo3bl 6€30N1aCHOCTH NEPCOHANIBHBIX AAHHBIX 3-T0 THIIA, HE CBA3AHHBIE C
CK3H u cpenst pyrxunonuposanua CK3H, n HaJIHYHEM HeJOKYMEHTHPOBaHHBIX (HeAeKIapHPOBaHHBIX) BO3MOXHOCTEH B HCIIOB3YEMOM CHCTEMHOM
B 00NIacTH HCHONB30BaHHA WA peATH3ALHM H NPHKIAJHOM IPOrpaMMHOM obecriedeHHH
aTaK HEeAOKYMEHTHPOBAHHBIX
(HeIeKIapUPOBAaHHBIX) BO3MOXHOCTEIH
IpHKJIaJHOrO NPOrpaMMHOro obecrnedeHus
8. [IpoBenenne nabGoparopHbIX McCleAOBaHHH HEaKTyaJlbHO He ocymecTBisiercs 00paboTka cBeleHui, KOTOpble MOryT NPEACTAaBNATh UHTepec (MOTHUBALMIO) NS

CK3HU, ncrionb3yeMbIX BHE KOHTPOJIMPYEMOM
3OHBI, OTpaHUIEeHHOE MEpaMH,
peammsoBaiHbiMu B HMICIIIH, B KkoTOpoOii
ucnonesyercs CK3H, HanpaBneHHHIMH Ha
[peXoTBpamlcHUE u [peceYeHHe
HECaHKLHOHUPOBaHHBIX ACHCTBHH

pealu3anii BO3MOXHOCTH.
BbICOKast CTOUMOCTD U CIIOXKHOCTb OATOTOBKH peatu3altnd BO3IMOXXHOCTH
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1 2 3 4

9. [Iposenenue paboT Mo co3gaHMIo COCOGOB H HeaKTyalbHO He ocymecTBnseTcs o0paboTka cBeleHUH, KOTOPBIE MOTYT NpPEACTaBAATh MHTEpec (MOTHBALHMIO) IAA
CPEeNCTB aTak B HayYHO-HCCJEOOBATENBCKHUX peaTH3aLUY BO3MOXKHOCTH.
LEHTPaX, CMEUMATH3MPYIOMMXCA B 0GNacTH Bricokas CTOMMOCTS U CNIOKHOCTH TOAMOTOBKH peaH3alliKM BO3MOXKHOCTH
paspaborkn m aHanma CK3U u cpemst
¢bynkuponuposanna CK3U, B Tom gmcne ¢
HCIONb30BaHMEM HCXOHBIX TEKCTOB
BXOMAINETO B cpely (YHKIHOHAPOBAHHA
NPHIUIAAHOTO MporpaMMHOro obecnedennd,
HEHOCPEACTBCHHO HCMONB3YIOMIETO BHI30BBI
nporpaMMusix ¢pyukimit CK3U

10. | Cospanme  cmoco6oB, MOArOTOBKA H HEaKTyanbHO ms UCIIJIH  yrpo3bi, CBS3aHHBlE € HAJTHINEM HEROKYMEHTUDOBAHHBIX (HeeKIapUPOBAHHBIX)
npoBelleHHe  aTak C  NpPHBJIEYEHHEM BO3MOXHOCTEH B HCMOJE3YEMOM CHCTEMHOM H NMPHIUIATHOM IPOrPaMMHOM 00eCieYeHHH, HEaKTYAlBHBI.
CIELUATHCTOB B 06J1aCTH HCIIONL30BAHUA MUIS He ocymectBnserca o6paboTka cBefieHHi, KOTOPHIC MOIYT MPEICTABIATh HHTEPEC AJA peau3aluH
peaiu3alMu  aTak  HeJOKYMEHTHPOBaHHBIX BO3MO)KHOCTH.
(He e TapAPOBAHHbIX) BO3MOKHOCTe BEICOKast CTOMMOCTD H CJ0XKHOCTb NOATOTOBKY peaTH3aLHi BO3MOXKHOCTH.
CHCTEMHOT0 MporpaMMHoro obecredeHus Jia UCIIJIH akTyansHbl yrpo3sl 6e30MacHOCTH MEPCOHANBHBIX IAHHBIX 3-TO THIA, HE CBA3AHHBIE C

HATMIHEM HEHOKYMEHTHPOBAHHBIX (HEACKIapPUPOBAHHEIX) BO3MOKHOCTEH B HCHOJIb3YEMOM CHCTEMHOM
H NPHUKIaFHOM IPOrpaMMHOM oGecrie9eHHH

[1. | BO3MOKHOCTb  pacrionaraTh CBEACHHAMH, HeaKTyalbHO HE OCyUIeCTBJIETCS 00paboTka cBeneHH, KOTOpBIE MOFYT MpeACTaB/ATh HHTEpeC (MOTHBALMIO) A
COZEPKAMUMHUCH B KOHCTPYKTOpPCKOH peayiM3alii BO3MOXHOCTH.
JNOKyMEHTaLHU Ha anmnaparHeie % OTCyTcTBYeT B HAIMYHM KOHCTPYKTOpCKas JOKYMEHTAalMfA Ha ammapaTHeie H MpOrpaMMHBbIE
ApOrpaMMHBIe KOMIIOHEHTBI cpexpt KOMIOHEHTHI cpebl dpyHkimoHuposanua CK3U
¢yuxunonnposanus CK3U

12. | Bo3MOXHOCTh BO3HEiCTBOBaTh Ha moOOHIE HEaKTYaIEHO He ocymiecTBiiieTca 00paboTka CBeAeHUH, KOTOpbIE MOryT MpelCTaBIsTh MHTEpec (MOTHBALMIO) IUIA
KOMIIOHEHTBI CK3H " cpenst peanu3anyui BO3MOXKHOCTH.

ynxuponuposanua CK3U

ba3oBoro (HW3KOro) NOTEHIMANA HapyIIWTEIA HEAOCTATOYHO IS PEATH3ALNH YTPO3bI




