KOMUTET
IIH®POBOTO PA3BUTHA
JJEHUHT PAJICKOH OBJIACTH

IIPUKA3
or 6 okTs0ps 2020 roxa No 19

06 yrBepaacnun [IpaBn BLIsSIB/IEHH HHIHIEHTOB, KOTOPBIC MOTYT NIPHBECTH K
¢6GosiM WM HapyuUIeHHI0 GYHKNUOHHPOBAHUA FOCY1APCTBEHHbIX HHG(OPMALHOHHBIX
cucrem Jlenuurpanackoii 061acTi H 00HEKTOB KpuTHYecKoil HHPOpMALHOHHOH
un(pacTpyxTypsl JIeHHATpaACKOi 00aacTH H (mJIH) K BOSHHKHOBEHHIO YIpo3
6ezonacHocTH uHGopMaLHH, B pearHpOBAHHA HA HHX

B coorsercteud 1. 2.11, 2.12, 2.13 [Tonoxenns o Komurere ungposoro pasputsa
JlenuHrpajgckoii  OONACTH,  YTBEPKIEHHOIO  MOCTAHOBJICHHEM [TpaBuTenscTBa
Jlenunrpaznckoit ob6nactu 05.08.2019 Ne 364, m. 4 Ilopsaka B3auMOIEHCTBAS OPraHOB
HMCTIONHUTENBHON BracTH JlenuHrpagckoil o0jgacTH MPH CO3JMaHHWU, MOACPHU3ALMH H
Pa’BUTHM TOCYJAPCTBEHHBIX HH(OPMALMOHHBIX CHCTeM JIEHHHIDAJICKOH obnactu,
yTBepKIeHHOro nocranopieruem [IpasutenscTa Jlenunrpanckodl obnactu ot 20 HIOHSA
2019 toma Ne 287, n. 16.2, 18.1, 18.3 TpebGomammit o 3ammre WHGOPMAIUH, He
COCTABJIAIONNEH TOCYJAapCTBEHHYIO TaliHy, COACpXKAIEHCa B  TroCydapCTBEHHBIX
HH(OPMAIMOHHBIX CHCTEMax, yTeepkaeHHEIX npukazoM @CTIK Poccum or 11.02.2013
N 17, n. THIL0 Ipunoxenus Kk TpeGoBaHHSIM IO 00eceUeHNI0 Ge301IaCHOCTH 3HAYHMBIX
00BEKTOB KpUTHYECKOH uH(opMaimoHHOH nH(pacTpykTypsl Poccuiickoii ®eaeparum,
yrBepxacHHbM nprukazom OCTIK Poccnn ot 25 nexabps 2017 1. Ne 239
MpHUKa3blBal:

1. YrBepauts [IpaBuna BEISABICHHS HHITHICHTOB, KOTOPbIE MOTYT IIPHBECTH K ¢O0AM
WY HapylleHH:o (YHKIHOHWPOBAHUS TOCYHapCTBEHHBIX WH(OPMALMOHHBIX CHCTEM H

0OBEKTOB KPUTHHECKOH HHPOPMALMOHHONH HHPPACTPYKTYPHl JIECHMHIPaACKO# 001aCTH B



(M) K BO3HHMKHOBEHHIO Yrpo3 0e30macHOCTH WHGMOpMALWH, W pearHpoBaHHA Ha HHX
(npunoxenne 1).

2. Vreepauts popMmy llepeuns nHH, OTBETCTBEHHBX 32 BBUIBICHHC HHIH/ICHTOB H
pearupoBanie Ha HUX (IpHJIOKEHne 2).

3. YtBepauTs hopmy [Tepeyns nul, KOTOPEIM pa3pelleHbl AefiCTBHS 0 BHECCHHIO
u3MeHeHMH B 0a30ByI0 KoH(GUIypamuro HHPOPMALMOHHOH CHCTEMBI M €C CHCTEMBI
3aIATHI HHbOpMaLWH (TTpHiokKeHue 3).

4. KoHTpolb 34 UCIONHEHHEM HACTOANIErO HpKKa3a BO3JOXKUIbL HAa TIEPBOTO
saMecTuTeNs mpejcenarens Komurera undposoro passutis JIeHHHIpasckoi obnact —

HAYaTbHHUKA Je[apTaMeRTa HHPOPMAIIOHHOH OC30MacHOCTA U MH(PACTPYKTYPBHL.

H.o. npeacenarend
Kommurera nu¢ppoBOro pasBUTHA

Jlenunrpaackoit obnactu J1.B. 3onkoB




YTBEPXJIEHO

npukazom Komurera
HHU(pPOBOTO PA3IBHTHA
JleauATpagcko# obracta

ot 24 centabpa 2020 roga Ne 19
(mpunoxenne Ne 1)

ITpaBnaa _

BbISIBJIEHHS] HHIIHIEHTOR, KOTOpPble MOTYT NPHBECTH K cO0AM HJIM HAPYIHEHHIO
PYHRKHHOHHPOBAHNS IOCYAAPCTEEHHBIX HH(POPMAIHOAHBIX CHCTEM H 00BEKTOB
KpuTHuecKoii uHdopManuoHHOit nHppacTpykTyphl JIeHHHrpaackoi 06aacTH 1

(11M) K BO3HHKHOBEHHIO YIrpo3 fe3onacnocTs HHGOPMANHH, B PearipOBAHHS HA HHX

1. OcHOBHEIE NOTOKEHAS

1.1. Hactosimpe FlpaBuia BbiABiIeHHsT UHIMACHTOB, KOTOPBIE MOI'YT IIPUBECTH K
c60AM HIU HapylieHui0 (QYHKUAOHHPOBAHUA I'OCY/APCTBEHHBIX HHGOPMALHOHHBIX
CUCTEM M OOBEKTOB KPUTHUIECKOH HH(pOPMaLHOHHONA HH(MPAcTPYyKTYpEl JIEHHHIPaJCKOM
obnacty ¥ (MIKM) K BO3HHKHOBEHUIO yrpo3 0e30macHOCTH MHGOpMaLny, H pearupoBaHHA
Ha H¥X (manee — [IpaBuia), yCcTaHABIUBAIOT LIOPSAIOK AEHCTBHH Ui, OTBCTCTBCHHBIX 32
obecniedenye MHPOPMAITHOHHON Oe30MacHOCTY, AIMUHUCTPATOPOB M IOJIL30BATENCH
rocymapcTBeHHbIX uHpopMarmorHsx cuereM (1'MC), uenrtpa obpaboTtku nanmbix (LIOM)
W eMHOM ceTH nepe/adau maHHbx JleHuHnrpaackoit odnactu (ECII) npu oOHapyKeHUH
COOBITHIT ¥ HHIMJIEHTOB WMHQOPMALHMOHHOH O€301aCHOCTH (Janee — WHIMIEHT) U
pearnpoBaHUM Ha HUX.

1.2. OcHOBHBIE MOHATHS U ONPECIICICHHUS.

CobpiTre MHGOPMANMOHHOW 0€30MacHOCTH - HACHTU(GHMIHMPOBAaHHOE MOSBICHHE
OIIPEJICJICHHOTO COCTOSIHHSI CHCTEMB, CePBHCa WM CCTH, YKa3bIBAIOIIET0 HA BO3MOKHOE
HApYIHICHHE NOJMTUK WH(popMarmonHo# dezonacHocTu (Mb) MM OTKa3 3allUTHRIX Mep,
WY BO3HMKHOBEHWE HEWM3BECTHOW paHee CHUTyamuH, KOTopas MOMKCT HMETh OTHOILEHHE K
Oe3onacHOCTH.

HMununent uagopMarmonnoit 6e3011aCHOCTH - MMOsABIEHHE OJHOI0 WIH HECKOIbKHUX
HEXeNaTeNbHbIX WA HEeOXKHMIAHHBIX COOBITHI Wb, ¢ KOTOphIMU CBS3aHA 3HAYUTENbHAL
BepoaTHOCTh komnpomeraruy padotsl I WC, LIO M unu ECIIA, u co3nanus yrposst Mb.

1.3. IlpaBuna BKIOYAOT B cebs MPOLecehl:

— obHapyKeHHE H Co0DIIeHHe O BOSHUKHOBeHUH coObITHH b (uenoBexoM Uiy



ABTOMATHYECKAMH CPEJICTBAMU);

— cGop uxbopmanuy, ceszaHHoN ¢ cobbituavu Mb, ¥ olleHKa ToH HH(OpMaLHy ¢
LIeIbIO OTpeieIeH s, KaKAe COOBITUSI MOXKHO OTHECTH K KaTeropuu MHIuAeHToB Hb;

— pearupoBaHue Ha UHUMACHTHI b,

2. O6HapyxcHEe U coobIIeHre 0 BO3HUKHOBeHHH coObrTrit Vb

2.1. K wucrounmkam obuapyxenms coGetuit Wb oTHocstcs  coobueHus
OJB3OBaTENel, aJAMUHYCTPATOpPOB, OTBeTCTBeHHBIX 3a HMb, yHmOXHOMOYEHHBIX
dencpasbHBIX OPraHOB HUCHONHMTEIBHOM BIACTH, HWHBIX OpraHM3alliM, ONOBCINCHMS
cucTeM W cepBHCOB paborhl U obecmeuenus Oesomacmoctu I'MC, TIOH, ECIIJ o
cobpiTisax Ub (aamee - HCTOYHMKH)

2.2. Tlons3oBaTenH, aAMHHHCTPATOPEI, OTBeTCTBEHHEBIE 3a Kb, ymomHoMoUYeHHbIE
heepabible OPraHbl HCTIOIHATCIBHON BIACTH, HHbIC OPraHM3aluy (ajiee - yHYaCTHHKH
cobpituit MB) npu BosnmMkHOBeHWH coObiTuil Wb, HampaBasioT MHGOPMALUIO COTNIACHO
npunoxkeamo 1 B ormen wudopMmannoHHol GesonmacaoctH Kommrera 1m@posoro
passutust JlenuHrpaackoii obinactu (nanee - oraen Mb).

3. C60p ¥ oueHka HHGOPMALIUH, CBI3aHHOH ¢ coOpiTHAMu b

3.1. Otnen Ub Bener cbop mHPOpManuu, cBA3aHHON ¢ COOBITHAMH Mb M oueHKy
5Tol MHGQOpPMAIMH ¢ [enblo orHeceHHs codbrnii Mb x  uHmumenrtam Kb, Bo
B3auUMOJCHCTBUY ¢ y9acTHHKaMu cobnituii Ub.

4. Pearuporanue Ha WHIUAEHTH Vb

4.1. Tlone3oBatenu mpH obHapyxenud coOuTHR Wb 00s3aHbl BBINOIHHUTH
CISYIOIIKE eACTBUA:

BLIKJIIOYHMTH aBTOMATH3HPOBAHHOE pabotee MECTO U3 CeTH BIIeKTPONHUTAHNS;

cooBmuTh oTBeTcTBeHHOMY 38 Wb (pu ero Hamu4aun) u B otaen Ub;

BLINIOJIHATL yKazanus oOrBercrBeHHoro 3a Wb, crmenwmanucroB otaena Ub,
aJMAHUCTPATOPOB M CIIYKOB! TEXHUUECKOH II0IEPXKKH, B paMKaX YCTpaHEHHA HHIMAEHTA
Ub.

4.2, AnMuHucTpaTopsl U OTBeTCTBeHHBIe 3a Wb mpu obHapyxeHMM MHLIMACHTOB

Wb, u B niensx Hegonyiuehus waiu/ieHtos Ub, pegoctasiasior HHPOpMaIIHIO



sanpammBaeMylo ortacnoM UMb 1 BeINOMHAIOT ykasaHus otaena Mb B pamkax ycrpanenns
uHuugenra Ub.

4.3. Otnen Ub:

TIPOBOHUT I€PBOHAYAIBHEIN aHaIN3 NONIYy4YeHHbIX JaHHBIX O COOBITHH Hb;

HPUHUMAET PELIEHHE O JCUCTBHAX IO pearupoBaHii0 Ha MHIIUACHT Hb.



Mpuroxenne | k [paBHIamM BbLIBICHHA UHUMAEHTOB,
KOTOpPbIE MOTYT TIPHRCCTH K CHOSM HITH HAPYLISHHIO
(bYHKIHOHUPOBAHHA TOCYAAPCTREHHRIX
HHQOPMAIHOHHBIX CUCTEM U 00BEKTaX KPHTHUECKOR
UHQOpMaTHOHHOH BHpacTpyKTYpe! JIEHHHTpaACKOMH
obnacTv v (HAH) K BOSHUKHOBEHHIO YIPO3
OezonacHoCTH HHMOPMAILH, H PEArHPOBAHKES Ha HHX

HNudopmanust o codsrtun Ub

HOmKHOCTD, (pamMUITHA U UM
JIUIA, COOOIMMBINETO O

coopTin b

KonTakTHas uHpOpManns
(TenedoHn, anpec

ANEKTPOHHOM OUTHI)

JlaTa u Bpems oOHapyxeHust

HHIIUAEHTA

Onucanue 0OHAPyKEHHOTO
coOBITHA WM HHHHUOeHTAa
Wb (xapakTep BO3ACHCTBHS,
omycanue o0OBEKTOB,
BOBJICUEHHBIX B UHIIUAEHT,
HUCTOUYHMK BO3JICHCTBUS,
HaJIWYHe JIor-Gaiios, U
JIpPYTHE CBeJICHUS 00

HHITHEHTE)

Vrkaszwieaemes cobeimue uiu unyuoenm HE 6 ceoboonoil
dhopme, Hanpumep:

3apadicene 6pedOHOCHbBIM NPOZPAMMHBIM 00ECREYEHUEM,
pacnpocmpanenue 8PEOOHOCHOZO HPOCDAMMHOZO
obecneuenus;

Hapyuwienue Ui CcVijecmeennoe 3amednenue pabomvl

UHOpMayUoOHHO20 pecypca,

HEeCAHKYUOHUPOBAHNHBIU docmyn unu RONBIMKU
HECAHKYUOHUPOBAHHO20 OOCHYNA 8 CUCIEMY,

cbop ceedenuii ¢ ucnonvzosanue HKT;

Op2anu3ayUOHHbIE Hapyuenus bezonacnocmu
uHopmayuu;

pacnpocmpanenue  uHGopmayuu ¢ HenpuemieMbim
COOEPICUMBIM,

MoteHHUYecmeo ¢ ucnoavzoearnuem HKT;

VA3IBUMOCHIb.




®opma

YTEPKIEHO

npukazoM KomurteTta
uM(pPOBOTo pa3BUTHS
Jlenunrpaackoit o6macTu

o1 24 cenrsiops 2020 roja Ne 19
(npunoxenune Ne 2)

HepevHsd NI, OTBCTCTBEHHBIX 34 BLISABJ/ICHHE HHIIH/ICHTOB H PCATHPOBAHHEC Ha HUX

®HO

HomxHOCTB

O011acTh OTBETCTBEHHOCTH




Popma

YTBEPXKJIEHO

npukazom Komurera
UUGpOBOTO pa3BUTHA
Jlenunrpaackoil obnacT

ot 24 cenTsidpa 2020 roza Ne 19
{npunoxkenne Ne 3)

mepeyHs JHIl, KOTOPbIM pa3pelieHbl AeiCTBHA 10 BHECEHHIO H3MeHeHHH B 6a30BYI0
kondurypanuio ai¢gopManHOHHOI CHCTEMEI H € CHCTEMbI 3a1UHThI HH(OPMATHH

50

JOmKHOCTE

PasperucHHbIe nelcTBUSA




