KOMUTET
OUO®POBOT'O PAZBUTHA
JEHUHI'PAJICKOH OBJIACTH

ITPHUKA3
or 20 aprycta 2020 roga Ne 15

06 yrBepskaenny [IpaBuiI reHepaluu H CMeHbI IApoJiei MpH
HCII0/1b30BAHMH TOCYJAPCTBEHHBIX HHPOPMALHOHHBIX CHCTEM,
HH(pOPMAIHOHHBIX CHCTEM TICPCOHAILHBIX TAHHBIX H 00bEKTOB KPUTHYECKOH
nH(pOPMALHOHHON HHPACTPYKTYphI JleHMHIpaacKkoii 06acTH

B cootsercrBan ¢ myrktamu 2.11, 2.1.2, 2.13 Tlonoxenns o Komnarere LM POBOro
pasBuTus JIGHHHIPajCKOH 00IAcTH, yTBep)XKIeHHOTO NOCTaHOBJeHHeM llpaBHTeNnbCTBa
Jlennsrpaackoii obmactu 05.08.2019 Ne 364, n. AH3.5 IIpunoxkerus Ne 2 Tpebosanui K
samuTe HHPOPMALIHE, HE COCTABISIOMIEl ToCy/lapcTBEHHYIO TalfHy, cojcpxaileHdcd B
roCy/IAPCTBEHHLIX HMH(OPMAIMOHHBIX CACTEMaX, YTBEPKICHHBIX MPHKa30M OCTIK
Poccun or 11.02.2013 Ne 17, nyukta AH3.5 Ilpunoxenus Kk CocTaBy 4 COICPKaHMIO
OpraHM3allMOHHKIX M TEXHUYCCKAX Mep MO 00CCreHeHHI0 Oe30IaCcHOCTH MePCOHANBHbBIX
JaHHBIX Ipu WX 00paboTke B WH(QOPMALMOHHBIX CHCTEMAX MEPCOHANLHBIX JIAHHBIX,
yTBepXkIeHHbIX mpukazom PCTIK Poccun or 18.02.2013 Ne 21
MPUKa3BBa

1. VreepauTe [lpaBuia reHepanid H CMEHBI NAPOJIEd NPH HCHONB30BAHUH
TOCYJapCTBEHHBIX HHGOPMAITHOHHEIX CHCTEM, HHOOPMAUMOHHBIX CHCTEM IEPCOHAIBHEIX
JIAHHBIX ¥ OOBEKTOB KpATHYIECKoH WH(OpMandoHHoH HWHGPacTPyKTyphl JieHHHIpascKoH

O6HaCTI/I, COrNnacHo IPHITOKCHULO.



2. KOHTposIp 3a WCIIONHEHMEM HACTOSMIETO IMPHUKA3a BO3JOXKUTH Ha IEPBOrO
samecTHTeTs Tpejcearens Komurera undpoBoro pa3utus JlenuHrpaackol obmactu —

HAYaIBHHKA JelIapTaMenTa MHPOPMAHOHHOH 6¢3011aCHOCTH H MH(PAcTPyKTYpBL.

IIpencenarens
Komurera mappoBOTO pa3sBHTHA

Jlenunrpanckoil oGracTu B.A. Ky3HeuoBa




VYTBEPXJIEHbI
npukazom Komurera
ITH(POBOTO Pa3BUTHS
Jlenunrpaackoit obnactu
or 20 aprycra 2020 Ne 15
(TIpunoxenue)

HpaBuia renepanMu H CMeHbI [1APoJIeH IPH HCNO/Ib30BAHIH
rocy1apcTBeHHbIX MHPOPMALHOHHBIX CHCTEM, HH(POPMAIHOHHBIX CHCTEM
NMEePCOHANBLHBIX JAHHBIX H 00bLEKTOB KPHTHYECKOH HHPOPMATTHOHHOH
un$pacrpyxrypbl JIeHHHrpajgcKoi odjacru

1. O6uime noJoxeHNn

1.1 HacTosmmue NpaBWia YCTAHABIUBAKT TOPANOK W IMpaBHIa ICHEPaLNH,
HCIIONB30BaHMus Iapojici B IIPOTPAaMMHBIX cpefcTBaxX MHGOPMAaLHOHHON 0e301aCHOCTH U
CaMHX TOCYJapCTBEHHBIX HWH(OPMAIMOHHBIX CHCTEMAaX OrpaHHUYCHHOrO JOCTYMNa,
WA(GOPMALIMOHHEIX CHCTEMax IMCPCOHANBHBIX JAHHBIX W OOBEKTaX KPHTHYECKOH
uHpopManuoHHOH HHGPacTPYKTypsl JIeHUHrpanckoi odiacTu

1.2 TlpaBuia pacnpocTpaHsarOTCa Ha BCEX NOJIB30BATENCH U aIMUHKCTPATOPOB.

2. TpeGosanus K Napoasm

2.1 Tlaponu He MOKHEI OCHOBBLIBATHCS HA KAKOM-THOO OIHOM CJIOBE, BBIJIAHHOM
HIeHTH(GHUKATOPE, HMCHH, KJIMYKe, ACIIOPTHBIX JAaHHBIX, HOMEpaxX CTPaxoOBOK U T.1.

2.2 llapon# He JODKHBEI OCHOBBIBAaTHCS Ha THUIIOBBLIX ITAa0MOHAX M MIYIIUX TOIPSA

Ha KJIaBHAType WK B aliaBuTe CHMBOJIOB, HAaNPUMEp, TakuX, Kak: qwerty, 1234567,

abcedefgh u 1.1

2.3 Ilaponu JOMXKHBI COJEpPXKaTh CHMBOJIB KaK MHUHHUMYM H3 TpPEX CHEAYIOMMUX
TpyIII:

. Ctpounblie maTiHCKHE OyKBHI: abed...xyz;

o IIpomucusre matunckue Oykebl: ABCD...XYZ,
* Hudper: 123...90;

. CrenganbHble CUMBONBL: 1%() + 1 1.70.

2.4 TpeGoBaHus K JIMHE 1TAPOJIA:



. Jlns OOBIYHBIX IIONTB30BATENEH - He MeHnee 8 CUMBOINOB;

. JIns aAMHHEHCTPATOPOB (JIOKAIEHOTO\IOMEHHOTIO) - HE MEHee 15 CHMBOJIOB;

® Jnst cepBHUCHBIX MACHTU(HKATOPOB, pazaenieMbx kiarodel (shared keys) - e
MeHee 14 CHMBOJIOB;

o st SNMP Community Strings — He meHee 10 cHMBOITOB.

2.5 TlepuoaHOCTE CMEHBI IIAPOJIS:

. ATMUHUCTPaTHBHBIE — KaXable 60 nHel;
. TMoae30BaTensckue — Kaxaeie 180 queid;
. CepBucHBIE — He peXKe JIBYX pa3 B O[T,

2.6 Tlaponu He J0JKHBI XPAaHUTECS U II€PeaBaThCcs B HE3AMM(MPOBAHHOM BUJIE TIO
IMyOIHYHBIM CETAM (JIOKATbHAs BHMUCITHTENBHAS CeTh, HHTEPHET, 3/1eKTPOHHAA T104Ta).

2.7 B xo/ie paboThl He JOIKHBEI MCIIO/IB30BATECA BCTPOEHHBIE MIAECHTH(HKATOPEL.
Inga HEX [OOKHB OBITh Ha3HAYeHbl I[apoJH, OTJIMYHbIE OT YCTAHOBJICHHBIX
npouzBoguTeneM. K HUM NpeibsBIsioTcs TpeOOBaHHSA, aHAOTUYHBIE TPeOOBAaHHAM K
CEPBUCHBIM NAPOJIsAM.

2.8 Tlapony Heyb3d coO0IATE U NepeaBaTh KOMy-JI1M00, KPOME OTBETCTBEHHOIO 110
HHGbOPMAMOHHON 0e30TacHOCTH.

2.9 TIlapond CEpPBHCHBIX WAEHTH(QHKATOPOB JOJUKHBI BXOAMTE B TIPOLEAYPY
YIpaBIeHHUs TapONISIMH, BKJIFOYAIOIIYIDO XPaHCHME WX B 3AlMMIIEHHOM MeCTe H
IIEPHOTUUICCKYIO cMeHY (1 pa3 B rox).

3. Tpebopanus K HacTPOHKaM (e30HACHOCTH

3.1 YueTnas 3amuch DOMKHA OJIOKHPOBATHECS MOCIE 5 HEBEPHBIX MOMBITOK JOCTYIA
He MeHee ueM Ha 15 MAHYT.

3.2 3Banperngercst HCHONB30BATh (YHKUHMH «3alOMHHUTH I1apojib» B IIHOOOM
MPOrPAMMHOM OOECTTEUEHUH.

4. TpeGoBaHUS K MAPOJIAM CEPBHUCHBIX YUCTHBIX 3aMUCel

4.1 Ilapomm I CEPBUCHBIX YYETHBIX 3amucell TOIDKHB (POPMHUpPOBAThCA H
AKTYJIM3MPOBATHCA AIMEHUCTPaTOPOM MHPOPMAMOHHOH Ge30MIaCHOCTH, YUUTLIBATLCA U

XpaHHUTECA B 3alcdaTaHHOM KOHBCPTC B CJ'IyH{e6HOM ceﬁtbe WK 3anupacMOM Ha KIIHOY



wxady (rymGe). Kmou or cefipa umum 1Kapa XpaHHTCs y OTBSTCTBEHHOTO 3a
UH(POPMALIHOHHYIO 0€30MaCHOCTE.

4.2 Tlaposb 10/DKSH MEHAThCA HE peXe IBYX pas B rojl, MM HEMEJICHHO B Cydae
VBOJNBHEHHS! M CMEHbI IIOHOMOYMH aIMUHKCTPaTOpa MHQOPMAHOHHOH 6€3011aCHOCTH.

4.4 AgvuHECTpaTop WHQOPMAIMOHHOH O€30IaCHOCTH, JIOMKEH eXCMECTIHO
ITPOBEPSTH HATMYKE KOHBEPTOB, LIEIOCTHOCTD.

4.5 BekphITHE KOHBEPTOB MOKET IPOU3BECTH!

- OTBETCTBEHHBIM 32 HHPOPMAMOHHYIO CHCTEMY;

- aIMUHHCTPATOP HHPOPMAIIMOHHONH 6E30MaCHOCTH.

4.8 KOHBEpPTHI BCKPHIBAIOTCS OAHHUM JIHIIOM, C TIOCHEXyIOLled perucTpauuei B
KypHaIe, OpH OSTOM  oO0s3aTelnbHO  HHQOPMHPOBAaHME  aIMHHUCTpaTopa WM

OTBETCTBEHHOrO 33 WHPOPMAIHOHHYIO 0€3011aCHOCTE.



