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MOCTAHOBJIEHME
I'YEEPHATOPA BOJII'OI'PAJICKOW OBJIACTH

or 27 ceHTabpa 2022 r. Ne 585

O rocynapcTBeHHON HH(POPMaILMOHHON crucTeMe Bonrorpanckoit
obsact "MOHUTOPHHT cOOBITUH HHPOPMaHOHHOM Oe3omacHocTH"

B cootBerctBuu ¢ PenepanbHbIM 3akoHOM 0T 27 uronsd 2006 r. Ne 149-03
"O6 uHbOopManuH, HHGOPMAIHOHHBIX TEXHOJOTHIX U O 3aluTe uHbopMmaluu",
noctaHoBnenueM lIpaBurtensctBa Poccuiickont ®@enepanyuu ot 06 urons 2015 r.
Ne 676 "O -TpeboBaHUsIX K TOPSOKY CO3NaHHS, pPa3BUTHUS, BBOJA
B SKCIUTyaTall{Io, 9KCIUTyaTalliy M BBIBOJA U3 DKCIUIyaTalluy rocyJapCTBEHHBIX
HHOOPMAIIMOHHBIX CHUCTEM M JaJbHEHIIero XpaHeHUs coAepKalleics
B Ux 0a3ax JaHHBIX HHOOpMAIUK'", a TAKKe B LEJSIX pealH3aliid MEepOrpUITHH
IO TPENOTBpAINCHUIO (JUKBUJAIMM IIOCIEACTBHUM) KOMITBIOTEPHBIX aTak
WIA WHBIX HENPaBOMEPHBIX JAEUCTBUIi, HalpaBieHHBIX Ha HH(GOPMAIMOHHBIE
pecypchbl OpraHoB HCIIOJHHUTENBHOM Binactd Bousrorpaackoit obmnacrtu,
NOCTaHOBIII:

1. Co3gath rocyiapcTBeHHYI0 HHQOPMALIMOHHYIO cUCTeMy Bosrorpajackoi
obmactu "MoHuTOpHHT cOOBITHI HHpOpPMAIMOHHON Oe3omacHocTH" (Hanee
umenyercs — Cucrema).

2. Yrteepmuth npuiaraemoe IlomoxeHnue o rocynapcTBeHHOH HHOOp-
MalMOHHOU cucrteMe Bonrorpaackoid obnacta "MOHUTOPHHT COOBITHIA
HH(QOpPMaMOHHOM 6e30nacHOCTH". '

3. Komutety uHGbOpManuoOHHBIX TexHONOrni Bomnrorpanackoit o6iacTh
1o 31 oxtsbpst 2022 r. oCyLIECTBUTH KOMIUIEKC MEPONPHUSTHHA, HAPaBISHHBIX
Ha BBOZ CHCTEMBI B 3KCIUIyaTallHIo, B TOM YHCIIE:

YTIBEPAUTH perjiaMeHT MHQOPMAIlMOHHOTO B3aUMOJEHCTBHS YYACTHHKOB
CucreMsr,

pa3paboTaTh W yTBEpAUTH THUIIOBYIO (QopMy cornamieHuss o6 uHpop-
MalMOHHOM B3aWMOJEHCTBUU y4aCTHUKOB CUCTEMBL;

[IPEelyCMOTPETh YBEJWYEeHHE IITaTHOM YHMCIEHHOCTH TIOCYIapCTBEHHOTO
O10/KeTHOTO yupexaeHus Bonrorpaackoit obnactu "lleHTp HHPOpMALIMOHHBIX
TexHoJioruil Bonrorpaackoi obmactu" Ha 8 IITaTHRIX €IUHULL

4. OnpenesnuTs:

KOMHTET UH(GOPMAMOHHBIX TeXHoJorui Bonrorpajckoit obnactu
KoopauHaTopoM CHCTEMBI;

rocyapcTBeHHOe Oro/pkeTHoe YyupexxJeHue Bomrorpaackoit ob6mactu
"Llentp uHGOpMAMOHHBIX TexHOJNOrHH Bonrorpagckoi obiactu” oneparopom
Cucremsl.
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5. OpraHaM WCHOJHUTENbHOH BiacTH Bonrorpaackoi  obnactu
mo 01 smeapa 2023 r. 3aximouuth C omepatopom CHCTEMBI COMIAIEHUS
06 HHQOPMAIMOHHOM B3aUMOAEHCTBHH y4aCTHUKOB CHCTEMBI.

6. KoHTposb 3a MCHOJHEHHEM IIOCTAHOBJICHHS BO3JIOXHTH Ha IIEPBOTO
samectutens I 'ybepHaTopa Bonrorpanckoit o6nactu baxuna B.B.

7. Hacrosiiiee IOCTAaHOBJIEHWE BCTYIAET B CHIIy CO JHS €ro MOATHUCAHNA
H MOJUIEXKHUT OPHIIHMATIEHOMY OITyOJIMKOBAHHIO.

H.o.I'yOepHaTopa

Boarorpaackoii 061a¢ E.A. XapuukdH
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PERAKIMOHHOrO v TIORTAHOBJICHHUEM
ROKYMEHTALIMOHHOT
ORECTIEYE HiAsi

CTH Grn

oT &7 ceHTAbpa 2022 r. Ne 585

ITOJIOXKEHME

0 rocyfapcTBeHHOH MHPOpMaLMOHHON cucTeMe Bonrorpanckoit obnactu
"MOHHUTOPHHT COOBITHI HHpOPMAIIOHHOH 6e30macHOCTH"

1. O0uue moJIoKeHUs

1.1. Hacrosiee Ilonoxxenue ompenensieT menb co3gaHus (PpyHKLHO-
HUpPOBAHUS) TOCYJapCTBEHHOM MH(OpMALMOHHON cHcTeMbl Bonrorpaackoit
obnactu "MOHHUTOPUHT COOBITHH HWHGpOpPMaLMOHHOW Oe3omacHocTH" (Hanee
uMmenyetcs — Cucrtema), ee 3agaqyd U QYHKIHH, COCTaB y4acTHUKOB CHCTEMBI
1 IOPAIOK UX MHPOPMAIIMOHHOTO B3aUMOJICHCTBHUS.

1.2. CoctaB uHpopmauuy, pazmemiaemMor U obpabateiBaemoii B Cucreme,
HOPANOK MH(OPMALIMOHHOTO B3aUMOJIEHCTBUSI YYaCTHHUKOB CHCTEMBI, MOPSIOK
MOJKIIOYeHHs TMosb3oBareneil k CucreMe ONpenensloTcss B perjamMeHTe
VHQOPMAIIMOHHOTO B3aWMOJIEHCTBHS y4aCTHUKOB CHCTEMBI, YTBEPXXJIaeMOM
KOMHUTETOM HHGOPMAIMOHHBIX TeXHOJIOTHH Bonrorpaackoit obmiactu (nmanee
UMeHyeTcs — PerinaMeHT B3anuMoIeCTBUS).

2. Llenu co3nanust (GyHKUMOHUPOBAHUS) U 00BeKThI CHCTEMBI

2.1. Hensamu cozmanus CHCTEMBI SBISIOTCS:

opra"uszanusi UHGOPMAIMOHHOTO B3aUMOJEHUCTBUS MEXy y4acTHHKaMHU
Cucrtemsl Ay NpedOTBpALlEHUs M JIMKBUIALMH TMOCIEACTBHE KOMIBIOTEPHBIX
aTaK WM WHBIX HENpaBOMEPHBIX OEHCTBUI, HamlpaBleHHBIX Ha HHGOp-
MalOHHBIE peCypChl OPraHOB UCIIOJHUTENBHON BnacTh Bosrorpanckoi obnactu
(tayee IMEHYIOTCS — KOMITBIOTEPHBIE aTakH);

MOHUTOPUHI cOObITMH HHGpOpMaLHOHHON ©Oe3zomacHocty B CetH
yIpaBJieHUs U epesiayu JaHHbIX Bonrorpagckoi obnacry;

NoBblIIeHHe 3(GGEKTUBHOCTH YIpaBieHHs HH(OpPMalUMOHHOH Oe3omnac-
HocTeto B CeTu ympaBiieHUs U nepefadd JaHHbIX Bomrorpanckoit obnactu
3a CYeT MCIOJIb30BaHUs eAMHONH HHPOPMALIMOHHOMN CPEJBL.

2.2. OobexTtamu CUCTEMBI SBJISIOTCS:

aBTOMaTH3HUPOBaHHbIE paboune MeCTa;

cepBeEpHOE 000PYI0BAHMUE;

TeJIEKOMMYHHUKalHOHHOE 060py10BaHHE;

TEXHOJIOTUYecKoe W (M) MPOU3BOACTBEHHOE 000pYyAOBaHHE (UCIIOIHHU-
TeJIbHbIE YCTPOICTBA);

CpeACTBa 3alUThl HH)OPMALIHH.



3. Yyactauku CUCTEMBI

3.1. YuactHukamu CUCTEMBI ABJISAIOTCS:

koopauHaTop CHCTEMBI — KOMHUTET HH(POPMALMOHHBIX TEXHOJIOTHH
Bonrorpanckoit obnactu;
oneparop CucTeMBbl — TOCYJapCTBEHHOE OIOHKETHOE YyupeXIeHHe

Bonrorpanckoit obnactu "LenTp uHbOpMalBOHHBIX TexHOoJorui Bonrorpanckoii
obiactu'™;

nosp3oBatenn CHCTeMBl — OpraHel HCIOJHHTENIBHOH BiacTH Bosro-
rpafckoil obnacTh U IOpHAMYECKHE JIMLA, 3aKJIIOYHUBIINE COTJIAIICHHUS
00 nHGOPMaLIMOHHOM B3aUMOJEHCTBUYU YYaCTHUKOB CUCTEMBI.

3.2. Koopnunarop CHCTEMBI:

pa3pabaTbIBaeT NpaBOBhIe aKThl, PErJaMEHTHUPYIOUUE BOIPOCH Pa3BUTHS
H QyHKkuuoHupoBanusd CuCTeMbl B OpraHax HCIIOJIHUTENIBHOH BIIacTH
Bonrorpaackoit o0nacTh M MOABEAOMCTBEHHBIX MM  T'OCYIapCTBEHHBIX
yUpEKICHUSAX;

OCyIIECTBI€T KOHTpPOJAb cooTBeTcTBUS  CHCTeMBl  TpeOGOBaHUIM
110 3alUTe UH(GOPMAIUK;

OCYLIECTBIIIET METOAOJIOTHYECKOE CONpoBOXKAeHUe CHCTEMBI 110 BOIIPOCaM
€€ MHTErpally CO CMEXHBIMU HH(OPMALMOHHBIMU CHCTEMaMH (enepaibHOro
ypOBHs (IIp1 HEOOXOAMMOCTH TaKOi HHTErpalluy ).

3.3. Oneparop Cucrtemsi:

OCYLIECTBIISIET IKCIUTyaTallMI0 U TEXHUUECKOE CONpOoBOXaAeHUE CHUCTEMBI,
B TOM uucie 0bpaboTky uadopmauu, coaepxaiieiics B ee 6ase JaHHBIX;

ofecreynBaeT U peajn3yeT MeponpUsaTUs o pa3BUTHIO CHCTEMBI;

ofecIieurBaeT MOAKIIOUEHHEe nob3oBaTeleil k CucreMme;

OCYIIECTBJISIET YU€T U pPErucTpauuio nojs3zonareneii B Cucreme;

obecniedyrnBaeT LEJOCTHOCTh W HEW3MEHHOCTh MH(OpPMAIHMH C MOMEHTA
ee pasMmewmieHds B Cucrteme, 3allUTy Takod HHGOpPMAalHH, €€ pe3epBHOE
KONMPOBaHUE, 2 B HEOOXOIUMBIX CIy4yasix — BOCCTaHOBJEHHE;

IIPOBOIUT MOHUTOPUHT AecTBUH rosnb3oBaresneit CUCTEMEI;

obecnieunBaeT B3aumozeiictBue CHCTEMBI C UHBIMU HH(GOPMAllMOHHBIMU
cucTemMamu Ha tepputopun Poccuiickoit Penepanuu (pu HeoOX0UMOCTH);

OKa3bIBa€T KOHCYJIbTAlIMOHHYIO MOJAEPKKY MONb30BaTeNsIM CHCTEMEI,

3aKJIIOYaeT  corjaiueHus o0 HH(GOPMAIMOHHOM  B3aHUMOJEHCTBHU
ydacTHUKOB CHUCTEMBI (ITpU HEOOXOIUMOCTH);

COBEpILIAET MHBbIE ACUCTBUS B LIENAX BBHITOJHEHUS (QYHKUUH omepaTopa
CucreMbl B COOTBETCTBUM C 3aKOHOJATeNbCTBOM Poccuiickoit Depepanuu
U 3aKOHOJaTeNhCTBOM Bosrorpaackoii o0acTy.

Oneparop Cucrtembl He HeceT OTBETCTBEHHOCTH 3a JOCTOBEPHOCTH
U 1nonHoTy uHpopmanuu, npexacrasnasemMod B CHCTEMY MONB30BaTeISIMU
Cucremsl.



3.4. Tlonb3oBarenn CucTeMbpl I@pU OpraHu3alldyd Mep  3allUThl
HHOOPMALMOHHBIX PECYpPCOB OCYILUECTBISIOT MEPOIPUATHS II0 BBITOJHEHHIO
TpeGoBaHUi, MNpPEeaBABASEMBIX K 3allUTe HMHQOpMaLMM, COJepXKaiiencs
B MH)OPMAUMOHHBIX CHUCTEeMax, B TOM uucie B obnacTd obecrnedeHHs
0€e30MacHOCTH KPUTHYECKOH MH(OPMAIMOHHON HHPPACTPYKTYPEHI.

4. 3anauyn u pyHKUUU CHCTEMBI

4.1. 3anaun CucreMsl:

cbop H aHaiM3 MAaHHBIX O TEKYILEM COCTOSIHUH HH(pOpMalHOHHOH
Oe30macHOCTH, 00 HM3MEHEHHUSIX B CETE€BOM MH(PAcTPyKType NOJIb30BaTelel
CucreMsl;

oOHapyXXeHue, TpenynpexieHue W  JIUKBUJALUs  [OCIEICTBHH
KOMITBIOTEPHBIX aTak;

OMepaTHBHOE  peardpoBaHWe Ha  UHUUAEHTH  HMH(DOpPMAaIMOHHOM
0e30MacHOCTH B CEeTEBOM MHPpacTpyKType nonb3oBaTenei CucTemsr;

OIOBeIlleHHe MoNb3oBaTeNeit CucreMsl 00 0OHapyKeHHUH, TIPEeAYIIPEXICHUN
U TMKBH/IALUH NTOCJIEICTBUH KOMIIBIOTEPHBIX aTak;

YCTAHOBJICHUE IIPUYMH HHIMACHTOB HH(OpPMALMOHHOM Oe30MmacHOCTH
B ceTeBO UH(PpacTpyKType nojs3oBareneit CHCTEMEL;

npeJIocTaBIeHue Noyb3oBaTesisiM CHCTEMbI aHAJTUTHIECKOH HH(pOpMaIUH
0 COOBITHAX MH(YOPMAaUUOHHONW ©€30MacHOCTH AJst MPUHATHS YNPaBICHYECKUX
peleHuit B YacTh oOHapyXeHUs, NpeLyNpexXAeHUs U JIUKBUIALUH [T0CIeACTBUN
KOMIIBIOTEPHBIX aTaK;

¢bopMupoBaHHEe pEKOMEHJAlMii M0 TOBBILEHUI0 WHGOPMALMOHHOM
be3onacHOCTH HHPOPMALMOHHBIX pecypcoB Hojs3oBareiieil CHCTEMBI.

4.2. OcHoBHble PyHKIUU CUCTEMBL:

oOpaboTka M aHanmu3 COOBITUM HMHPOpMAITHOHHON 6e30MmacHOCTH
B CETEBOM MH(PpacCTpyKType noip3oBaresieil CUCTeMET;

yBenoMJieHHe Tmonb3oBaTenedd CHCTeMBl O BBISBICHHBIX HMHIUJACHTAX
KOMIIBIOTEPHBIX aTaK;

OKa3zaHue METOANYEeCKON U (HJIH) TEXHUYECKOH NTOMOIIH NPH JTUKBUAIHH
HOCHEACTBII KOMIIBIOTEPHBIX aTaK.

5. Cocras CucreMsl

5.1. Cucrema Brmoyaet B cebs crexyroinpe HHPOpMallMOHHBIE ITOJICHCTEMBI:

nojcucreMa 6€30MacHOro UCIONHEHUS KOMITBIOTEPHBIX TPOTPaMM;

MOJCUCTEMA KOHTPOJIS 3aLIMILIEHHOCTH K COOTBETCTBUS CTaHAapTaMm
UHGbOpPMaIIMOHHOM 6€30MacHOCTH;

noxcucrema obecneyeHus wHGopMalMoHHON 6Ge3onacHOCTH KOHGUIEeH-
LHHaIbHOH HHPOPMALUH.



5.2. IlonHeIA cocTaB MHPOpMaMOHHBIX mojacucTeM CHCTEMBI, a Takxke
NepeuyeHb UHTETPUPYEMBIX BHEIIHUX WH(OPMAUHOHHBIX CHCTEM OINpEAENSIeTCS
PersiaMeHTOM B3aMMOJEHCTBHUA C YYETOM IIOJIOXKEHUH 3aKOHOJATeJIbCTBA
Poccuiickoit @enepanuu U 3aK0HOATENIbCTBa Bosrorpanckoii obiacty.




